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Information security analytics gives you insights into the practice of analytics and, more importantly, how
you can utilize analytic techniques to identify trends and outliers that may not be possible to identify using
traditional security analysis techniques.

Information security analytics dispels the myth that analytics within the information security domain is
limited to just security incident and event management systems and basic network analysis. Analytic
techniques can help you mine data and identify patterns and relationships in any form of security data. Using
the techniques covered in this book, you will be able to gain security insights into unstructured big data of
any type.

The authors of information security analytics bring a wealth of analytics experience to demonstrate practical,
hands-on techniques through case studies and using freely-available tools that will allow you to find
anomalies and outliers by combining disparate data sets. They also teach you everything you need to know
about threat simulation technigues and how to use analytics as a powerful decision-making tool to assess
security control and process requirements within your organization. Ultimately, you will learn how to use
these simulation techniques to help predict and profile potential risksto your organization.
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