
Universitas Indonesia Library >> Artikel Jurnal
 
Building Indonesia’s national cyber defense and security to face the
global cyber threats through Indonesia security incident response team
on internet infrastructure (id-sirtii)
Adi Rio Arianto, author
Deskripsi Lengkap: https://lib.ui.ac.id/detail?id=20503168&lokasi=lokal 
------------------------------------------------------------------------------------------
Abstrak
 

The establishment of the “Indonesia Security Incident Response Team on Internet Infrastructure (ID-

SIRTII)” is a tactical step by the Indonesian Ministry of Information and Communication to ensure the

stability of national information regarding cyber protection and all forms of threats. This study explores the

urgency of ID-SIRTII to prevent global cyber threats. The study found that cyber threats in Indonesia are

very complex, seeing the variations of actors, motives, and targets (civil or military purpose). This

complexity can be explained through the following four aspects, namely : (1) by understanding of

Geometripolitic studies in cyber, there are at least two domains that can be reached, namely “the using of

cyber for high-politics purposes (military)”by formulating and activating of Cyberpower to face the Global

Cyber War(PSG), Wold Geometri War (PGA), and the forming of “Siber State or Siber Government”; and

“the use of cyber for low-politics purposes (civil)”by the protection of civil activities in cyberspace; (2) in

order to prevent the spread of national cyber crime, the implementation of the ID-SIRTII policy is integrated

with the national cyber institutions; (3) in order to prevent the Global Cyber Threat, the implementation of

ID-SIRTII policies needs to be strengthened and well-integrated with the regional and global cyber

institutions; and (4) considering of the two “functionalism of cyber” also to form a structuralism of

Indonesian National Defense and Security system in the cyber sector, nowdays Indonesia needs to build a

CyberForce as a complement to the Army, Navy, and Air Force.
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