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Keamanan informasi, terutama di sektor pemerintahan seperti Instansi XY Z, menjadi isu penting di era
digital saat ini. Pusat Jaringan Komunikasi sebagai pengelola TIK Instansi XY Z menghadapi tantangan
dalam mengimplementasikan sistem mang emen keamanan informasi sesuai dengan standar | SO/IEC 27001.
Tantangan utama yang dihadapi saat ini ialah kesiapan upgrade pengimplementasian sistem mangemen
keamanan informasi mengikuti standar 1SO/IEC 27001 yang terbaru yaitu versi 2022. Oleh karenaiitu,
penelitian ini bertujuan untuk melakukan analisis kesenjangan dan memberikan rekomendasi untuk
penerapan | SO/IEC 27001:2022 pada layanan VSAT, LAN, Website Utama, dan Email di Pusat Jaringan
Komunikasi Instansi XY Z. Penelitian ini merupakan penelitian kualitatif dimana pengumpulan data akan
dilakukan dengan wawancara, studi dokumen dan observasi. Seluruh data yang telah terkumpul akan
dilakukan analisis kesesuaian berdasarkan framework | SO/IEC 27001:2022. Hasil dari penelitian
berdasarkan gap analysis menunjukkan adanya 23 kesenjangan yang terdiri dari 10 kesenjangan pada
klausul dan 13 pada kontrol annex sehingga direkomendasikan pembaruan maupun perumusan kebijakan,
prosedur, atau proses pada masing-masing klausul dan kontrol tersebut. Selain itu, dihasilkan rekomendasi
penerapan kontrol |SO/IEC 27001:2022 dan jadwal implementasi. Rekomendasi penerapan kontrol sesuai
dengan proses bisnis organisasi yaitu 85 kontrol diterapkan pada ruang lingkup LAN dan email, 90 kontrol
pada ruang lingkup website utama, dan 84 kontrol pada ruang lingkup VSAT. Pelaksanaan keseluruhan
rekomendasi penerapan ini diharapkan dapat membantu proses transisi dari implementasi 1SO/IEC
27001:2013 ke I SO/IEC 27001:2022 di Pugjarkom.

Information security, especially in the government sector such as XY Z Agency, isan important issuein
today's digital era. The Communication Network Center, asthe ICT manager of the XY Z Agency, faces
challenges in implementing an information security management system in accordance with the ISO/IEC
27001 standard. The main challenge faced at this time is the readiness to upgrade the implementation of
information security management system following the latest 1SO/IEC 27001 standard, namely version
2022. Therefore, this research aims to conduct a gap analysis and provide recommendations for the
implementation of |SO/IEC 27001: 2022 on VSAT, LAN, Main Website, and Email services at the XYZ
Agency Communication Network Center. Thisresearch is qualitative research where data collection will be
carried out by interviews, document study and observation. All datathat has been collected will be analyzed
for suitability according to the ISO / IEC 27001: 2022 framework. The results of the research based on the
gap analysis showed 23 gaps consisting of 10 gapsin the clauses and 13 in the annex controlsso that it is
recommended to update or formulate policies, procedures, or processes in each of these clauses and controls.
In addition, recommendations for the implementation of 1SO/IEC 27001:2022 controls and implementation
schedules were produced. Recommendations for implementing controls in accordance with the
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organization's business processes, namely 85 controls applied to the scope of LAN and email, 90 controls to
the scope of the main website, and 84 controls to the scope of VSAT. The fulfillment of al implementation
recommendations is expected to help the transition process from |SO/IEC 27001:2013 to ISO/IEC
27001:2022 implementation in Pugjarkom.



