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ABSTRACT

Name . Tjio Siva Sherwin
Program Study : Master of Management — Mast&usiness Administration
Title . Propose Disaster Recovery Plan for PT XYZ

Surrounded with various endangering risks, busasesgere forced to have a
proper plan in place to ensure their businesseswaié protected. Disaster
recovery plan is one of the tools that can be adidi to protect businesses in
particular IT function. The main purpose of thigdls is to identify PT XYZ's
critical IT risks and propose recommendation frdm éxisting disaster recovery.
Recommendation is made based on theoretical frankevased analysis obtained
during study literature. This thesis is qualitatared descriptive research. The data
was collected though observation and interviewsThesis suggests that there are
several areas that need to be improved by PT XY¥A sis regular updates on the
plan whenever changes occured and expanding existgtwork bandwith
capacity.

Key words:
Risk management, Business Continuity Managementsadder Recovery
Management, Information Technology

ABSTRAK
Nama . Tjio Siva Sherwin
Program Studi : Magister Manajemeivtaster of Business Administration
Judul :Propose Disaster Recovery Plan for PT XYZ

Dikelilingi oleh berbagai resiko bisnis yang mencgmam, perusahaan
diperhadapkan pada suatu keharusan untuk memi#tusencana agar bisnisnya
tersebut tetap terlindungisaster recovery plamerupakan salah satu alat yang
dapat diutilisasi sebagai alat perlindungan khugagmtuk melindungi fungsi IT.
Tujuan utama dari tesis ini adalah untuk mengidi&asi risiko kritis IT PT XYZ
dan mengajukan rekomendasi athsaster recovery plaiyang saat ini dimiliki
PT XYZ. Rekomendasi dibuat berdasarkan analisaaseslkerangka teori yang
diperoleh saat studi literatur. Tesis in menggunaketode penelitian bersifat
kualitatif dan deskriptif. Data — data diperolelvéd observasi dan wawancara.
Tesis ini menghasilkan beberapa rekomendasi sepedate periodik atas
disaster recovery plaketika terjadi perubahan dan menambah kapastitag)gen
network bandwith.

Kata kunci:
Manajemen resiko,Business Continuity Management, Disaster Recovery
ManagementTeknologi Informasi

vi Universitas Indonesia

Propose disaster..., Tjio Seva Sherwin, FEUI, 2011



TITLE .

TABLE OF CONTENTS

STATEMENT OF ORIGINALITY

LETTER OF APPROVAL
PREFACE
PUBLICATION AGREEMENT STATEMENT

TABLE OF CONTENTS

LIST OF FIGURES
LIST OF TABLES ... e e e e e e
LIST OF APPENDICES

CHAPTER 1 INTRODUCTION ...iieiiii e i e e e cneee

I I = = x| {0 o 1
1.2 Statement of Problem ... 3
1.3 Purposes of the Study ........ccoooiii i i e 5
1.4 Benefits of the Study ......ccc..coiiiii i e DL
1.5 Method Of ANAIYSIS ..oouiii i i e e e e 6
1.6 Study LIMITAtION ..ot et e e e e e re e e 6
1.7 Framework ANalySiS .......cooiiie i e e 7
CHAPTER 2 LITERATURE REVIEW ............coo oo e 8
2.1 The Origin of Disaster Recovery ReVIEW ................ccvcmeumeeeeenenn. 8
2.2 Business Impact Analysis and Risk Assessments. ..........cccvvueen. ... 18
2.3 Business Continuity Plan ... .91
2.3.1 Administrative Plan ...... .o e 20
2.3.2 Technical Recovery Plan ..........cccooiiiiiiiiiiiscii e, 20.
2.3.3Work Area Recovery Plan ..o i, 21
2.3.3.1 Selecting a Recovery Site .........coceevvveviiiinvvennnnn 1.2
2.3.3.2 Employee Notification ..........c..coioiiiiiiiiiiiiiiii e 22
2.3.3.3Tools to WOrk With ........ooviii i e 22
2.3.3.4Telecomunications and Data Systems ............ccc...... 22
2.3.3.5 SECUIMLY ..ttt e e e e e 22
2.3.4 Pandemic ManagementPlan ...............coooiiiviiiiiiiiie . 23
2.3.4.1 Social DIiStanCiNg ........ccoeeevs i e e e 23
2.3.4.2 Sanitation and Immunization ................ccciiiiiinnnn. 3.2
2.3.4.3 COmMMUNICALIONS ....ovvviiiiieiiie i e 23
2.3 44 TIMING Lot e e e e e e 23
2.3.4.5 Use Technology .. e 23
2.4 Disaster Recovery Plan as Part of IT Techrﬂcmjovery Plan ............. 24
2.4.1 Business Continuity Plan vs Disaster Recoi?an .. 24
2.4.2 Disaster Recovery Planning .....coeccoooovoi i e 24
2.4.3 1T RECOVEIY SIrat@gY ...covviiie i v et e e e e e e 27
2.4.4 Data Recovery Strategy .. .27
2.4.4.1 In Assessing Risk, ConS|deratlon for Keyuém of
Data LOSS ...ove i 28

Vii

Propose disaster...

Universitas Indonesia

, Tjio Seva Sherwin, FEUI, 2011



CHAPTER 3 METHODOLOGY ....viiiiiiiii e 30

3.1 Research Method ..o e 30
3.2 ReSEarCh Stages ....c.oovivi i 30.
3.2.1Data ColleCtiON. ...t 30
3.2.2 Data Analysis Risk Assessment ...............ccoeeeevevvevneenn . 31,
3.2.3 Data Analysis Theoretical Framework .................ccooeeee. 31
CHAPTER 4 ANALYSIS .ot e e e e e e 33
4.1 The Company’s Establishment and Business Bauhgt R
4.1.1 The Company’s Establishment .. 33
4.1.2 Vision and IT Operating Prln(:lple ...................................... 34
4.1.3 Indonesian Insurance Business Environment .................... 34
4.2 PT XYZ's Risk Management POlICY ..........cccocveiiiiiiie e i, 34
4.2.1 Definition of RISK .c.viviiniie i s i e 35
4.2.2 Objective of Risk Management ...............ccooeiiiiiiiiiiennnnnn. 38.
4.2.3 Responsibilities for the Management of Risk ........................ 35
4.2.4 Overview of Risk Management Framework ....................... 37
4.2.5 RiSk GOVEINANCE PrOCESS .......cuuieiieiiiine e e e nieiieananss 8..3
4.2.6 Risk Processes . e v e r e e e a e b e ee e 39
4.2.6.1 Risk Identlflcatlon ................................................. 39
4.2.6.2 RISK ASSESSMENT ....vuiiuiiiine ettt e e e e 41
4.2.6.3 RISK MItIQation .......cooiuiuiieiieiiii it e i aeaenaas 42
4.2.6.4 RISK MONItONING ..ot e e e e e e e e aeee e 43
4.2.7 Risk Appetite .. PPN 3¢
4.2.8 Loss / Near MISS Management ........................................ 45..
4.3 Risks Relating To The Company Generally / Tay Risks ............... 46
4.3.1 Legal and Regulatory ISSUES .........ccooureuieiieiniiinieaneannaennns 46.
4.3.2 FInancial RISKS ... i e e e 47
4.3.3 Competitive RISKS ... i e i i 48
4.4 Risks Relating To The Company Specifically itBm-Up Risk
ASSESSIMENT ... it e e e e e 49
4.4.1 Asset Management / Strategic ..........cecvvvvieiieiieiieaineiannnns 49..
4.4.1.1 Denial of Access to the Company’s Location............. 49
4.4.1.2 Theft of Assets (i.e computer/data, recamsey,
staff property, etC) ......cooiiiii 49
4.4.2 Business Model / Change Managements .....................cee.. D3
4.4.3 COMPLANCE ...t e e e e 54
444 FINANCIAL ...t e 54
4.4.4.1 Currency / Foreign Exchange Fluctuations ............... 54

4.4.4.2 Unacceptable Levels of Bad Debt Write Off.............. 55
4.4.4.3 Failure to Manage Cash Flow / Liquidity ......cc......... 55

4.4.5 Information Technology (IT) ....cvvniriiii e 55

4.4.6 People .. PP o1 o
4.4.6.1 The Injury of Key Personnel ................................... 65
4.4.6.2 Employees at Risk of Disease and Sickness.............56
4.4.6.3 Loss of Senior Management and/or Entirenlea........... 56

A.4.7 ProdUCHSEIVICES ....viei it e e e e e 56

A48 EXIErnal ..o e BT

Viii Universitas Indonesia

Propose disaster..., Tjio Seva Sherwin, FEUI, 2011



4.5 Business Continuity Management : The Implementa....................57

4.5.1 Emergency Response Phase ..........cccooviiiiiiiiiiiie i, 57
4.5.2 Incident Management Phase ............ccooiiii i 0..6
4.5.3 Business Continuity phase ...........ccoo i iimimec i 61
4.6 T Strategy PracCtiCe .......covviii it e e e e e 65
4.6.1 Risk and Security Organization ...............ccoveiieieiiiiine s 65
4.6.2 Confidentiality .........comeeieiiriie e 65
4.6.3 Business Resiliency and Disaster Recovery ......cc.............. 65
4.6.4 IT and Information Security .............ccoov i 66
4.7 Disaster Recovery Plan Analysis ..........cccooiiiiii e, 68
4.7.1 Disaster Recovery Plan Assessment .............ccccceceemenennnnn. 68
4.7.2 Recommended IT Recovery Strategy... c coeeevierineeeenennnn. 14
4.7.2.1 RECOVErY OPLiONS ..iiveiriin it i e e eeeaen 74
4.7.2.2 IT RecoVery Strategy .........ooviiieeerianininieieieaneanns 75
CHAPTER 5 CONCLUSIONS AND RECOMMENDATIONS.............. 80
5.1 CONCIUSIONS ... ittt it et e e et e ettt e e et et et e e eneenees 80
5.2 ReCOMMENUALIONS .. vuitit it e iet it e vt e s st e e e e ea s 82

REFERENCES ... i e 84

APPENDICES ...t 86

iX Universitas Indonesia

Propose disaster..., Tjio Seva Sherwin, FEUI, 2011



LIST OF FIGURES

Figure 2.1 Business Continuity Management ..............c.ooveucmvmeeeneeen 14
Figure 2.2 Interconnectedness of Emergency Manage1@esis

Management and Business Recovery Management ............. 15...
Figure 2.3 The Effect Of Preparation To Negativ@dat, Speed

Recovery And Business Advantage ............covovviiiiiiieiiniininnns 26
Figure 3.1 Research Methodology StepS .....ccceeeviiieeiiiiiiiiiciiiii e, 32
Figure 4.1 Internal Risk Management Framework ..........co.vieien... 38
Figure 4.2 The RISK PrOCESS .....cvviiri i e e e e 40
Figure 4.3 Risk Appetite ContinUUM ..........cooiviiiiiiiiiii e e 44
Figure 4.4 Emergency Response Phase .............c..coocoviiiiiiiine v h9..
Figure 4.5 Incident Management Phase ...........ccooviiiiii i s 61

X Universitas Indonesia

Propose disaster..., Tjio Seva Sherwin, FEUI, 2011



LIST OF TABLES

Table 2.1 Selecting a Recovery Site . e 21
Table 4.1 Risk Responsibilities and Control FUITGSIO’] PT XYZ ............. 37
Table 4.2 Risk Appetite Rating.........cccoocviiiiiii i eiieeieennn . 45
Table 4.3 Risk Appetite Rating Explanation ................cco v e cevennnn. 45
Table 4.4 Business Continuity Phase — Stage 1...........cccuevvivenvenn.. 62
Table 4.5 Business Continuity Phase — Stage 2 ........ccceceevvvivvnntn..... 63
Table 4.6 Business Continuity Phase — Stage 3 ........ccceeeeiiviiivvn... 64
Xi Universitas Indonesia

Propose disaster..., Tjio Seva Sherwin, FEUI, 2011



LIST OF APPENDICES

Appendix 1 Exploratory Research : Interview withi€Operation Officer ... 86
Appendix 2 Exploratory Research : Interview withDDEpartment Head ........ 96

Xii Universitas Indonesia

Propose disaster..., Tjio Seva Sherwin, FEUI, 2011



CHAPTER 1
INTRODUCTION

1.1 Background

It is now common to see that some firms had garntefrom the business
as their desired business goals are not achievediaunforeseeable risks and
stakeholders interests are not being properly adeolor.

Take the example of Arthur Andersen-Enron case mvHmoth gone
collapsed as they failed to manage their risksoieits fall, Enron was lauded for
its sophisticated financial risk management toold was seen as a supply source
for the best risk management experts and procelss&sct when revealed, Enron
was found to do a high-risk accounting practicespde the fact that Enron’s
auditor, Arthur Andersen already regularly inform&sron their accounting
practice invited scrutiny and presented a high ele@f risk non-compliance with
generally accepted accounting principles. The nsknagement established in
place that is approval process for every projeatsewnot fully followed in all
cases and that the approval process was not wsigrted, including in the
Special Purpose Entities transaction that triggetime off-balance-sheet event
which then creates one of the big accounting sdanfadl time (Rosen, 2003).

Also take the example of Japan as a country, atedurom media, was
known as the most earthquake-and tsunami-prepanactry on the planet, now
facing what the so called by media as the disdsfecta — earthquake, tsunami
and nuclear crisis (Begley & Murr, 2011). The imipat these catasthropes is
worldwide and effected Japan’s political, econommel psychological conditions
(Bill, 2011).

These two examples set a good point that evere twbe prepared to deal
with risks may falling apart. The question is whaélt happen if an organization is
failing to prepare at all? These stories also hggitlthe importance for every
organization to identify, understand and manadesnmoperly. Risks are not just
a mere contextual jargon or discourse, but it niiest part of the organization,

integrating and influencing throughout the orgahaa
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Like it or not every business is exposed to veagiosks. The common
company business risks could be categorized aegitaisks that is related to the
way strategy is set and performance defined toempht this strategy; business
or operational risks that is everything that hagpenthe core business units or
services; compliance risks that is falling foulda#s and regulations, or exposing
the company to a legal claim of whatever naturejgat risks that related to not
delivering the project and as result not able tovenforward (Pickett, 2006).

Many perceived risks as a form of uncertainty irsibass that both
challenging and need to be conquered for the s&kmisiness going concern.
Some risks do can be mitigated but some are juavaidable. In most cases,
understanding threats and make preparation to ee#i it, are proven
contributory to lesser negative risk impact to aibess.

The risks topic has increasingly gained his fanbelyeas disasters strike in
many countries in the world and take up a lot ¢érgton on how to prevent and
mitigate this crisis in the future.

Risks has take its origin from uncertainty whicfeaf one’s objectives. In
the past, Companies known this as threat. Recagnibe needs to identify these
risks/threats, Companies start to prepare their msknassessment and learn ways
to mitigate these risks. This is the beginning isk iIimanagement science where
the risk assessments are now placed within a foandl standardized process.
Enterprise Risk Management (ERM) comes next, wiietdes to embed risk
management throughout the organization (Picketd62@nd not a responsibility
of risk department or risk officers only. The néetfivative study is related to the
Business Continuity Management (BCM). Initially, BRs believed to be the
umbrella process, whereas BCM provides the actaatdwork. But recently, this
interconnectedness is being challenged. Powe9(30849) in his journal stated,

“ERM has operated as a boundary preserving moddakkfmanagement
subject to the ‘logic of the audit trail’, rathé#ran a boundary challenging
practice which confronts and addresses the compilexlities of
interconnectedness. The security provided by ERMtibest limited to
certain states of the world and at worst it isstiry — the risk management
of nothing. In contrast, Business Continuity Marmagat (BCM) may
provide clues about how risk management might benstructed.”
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The study of BCM are inarguably and explicitly hetp overcome or
mitigate risks in some of important business agpastresult of various disasters.
One subcategory of BCM is Disaster Recovery ManaggrtDRM). BCM aims
to proactively manage all business processes,sagaetlities, supply chains, and
human resources to ensure that the business witiin at its highest capacity.
This is distinct with DRM which concentrates on @msg that IT contingency
plans and procedures are in place to return tabasias usual as soon as possible
after a crisis (British Standard Institution, 2011)

Disaster Recovery Management became essentiak iouotent world that
Is “dangerous” in the presence of disasters su@aehquakes, floods, tornadoes,
pandemics, snow storms, fire and other naturaktissi that can strike at any time
and interrupt business important processes. Tempmiots, arson, sabotage, and
other human created disasters can also damage uiaebs. Accidents and
equipment failures are also common to happen ily taes (Wallace & Webber,
2011).

1.2 Statement of Problem

Surrounded with various endangering risks, busesessere forced to
have a proper plan in place to ensure their buseseare well protected in the
face of threats. Disaster Recovery Plan is ond@tdols that an organization can
utilized to better protect their assets and busiegs

There is a need to have a qualified disaster maneage within an
organization. The symptoms are clear. As postulbie#iIsner (2006) and Weart
(2009), the world’s climate is changing at an akdmmate (Thompson, 2010) In
addition, terrorism, environmental pollution ande tlquest for energy have
increased the potential for technological and redthazards. Hazards, natural or
man-made, can and often have catastrophic impactgemple’s lives and
properties, physical infrastructures of societiaad the natural environment.
According to the United Nations Environmental pagr(UNEP) there has been
approximately 2,500 disasters in the world sinaybar 2000 that have resulted
in millions of people losing their lives and causdlions of dollars in property

damage on each impact. Disasters are not only digpable, but their impacts are
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also complex and difficult to understand and assalt difficult to manage. While
it is very difficult to prepare for or mitigate @isters because of these
complexities, it is still possible to manage thempact. Accordingly, disaster
management organizations and systems must nedgsbaricomplex to be
effective. Understanding this, it is imperative tthvee try our best to improve
organizations and systems to comprehensively mahagards and the impacts
(Thompson, 2010).

PT XYZ's parent group is one of the well-known beakg company in
the world. As a servicing company, it provides adticy services to its diverse
clients. In doing business, PT XYZ realize in orberable to continue to function
in the event of unforeseen interruption, the Comgpanust have certain
arrangements in place to meet their obligationa basiness. It was believed that
by implementing a Business Continuity Managemer@NB, it will increase its
recovery capabilities dramatically, can make thghtridecisions quickly, cut
downtime and minimize financial losses. The whalieai of BCM is about
preparedness. Having BCM in place demonstratesyaadicare to customers and
suppliers, other stakeholders, safeguard reputadiwh at the same time will
ensure the Company continue to operate and to heged, regulatory and
contractual obligations.

PT. XYZ is a local subsidiary with ultimate par@oimpany based in New
York and listed in New York Stock Exchange. Ondhair line service is related
to risk management consultancy in which they assisor example adoption of
ERM approach within client's organization and pdvivarious BCM services
such as review client’'s existing BCM program, Besis Impact Analysis,
Emergency Response Planning, Crisis ManagementniRignand Business
Recovery Planning. In light of the Company’s exigerstit was then expected that
the Company itself will, to certain extent, implamh@and maintain their minimum
acceptable level of business continuity managemasnthey suggested to their
client. Failure in demonstrating and implementirifpaive business continuity
management will have a tremendous impact over Cagipaeputation in the
face of client and potential clients, especially thee line service Risk Consulting

Group. This condition is potentially then be folledvwith lost sales, lost earnings,
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lost confidence/trust from related stakeholders amght impacted other line of
services as well.

In consequence, PT. XYZ recognises risks as parhgbing business and
embrace it by having risk management policy andmeirig detailed plan to
mitigate risks, as in the Company’s disaster regopt&an (DRP) that is being part
of Company’s overall BCM. This thesis will furthdiscuss the DRP as a plan,

and areas of DRP that could be improved.

1.3  Purposes of the Study
1. To identify PT. XYZ's business risks especidilyrisks.

2. To review current disaster recovery plan (DRR)J propose DRP for PT
XYZ.
3. To provide suggestions on how to improve exgstlisaster recovery plan.

1.4  Benefits of the Study
The Company can be assured that the preventiveumesataken through
DRP are considered suffice to cope with disasteased on studies taken in this
thesis or the Company can enjoy improvement recamdateon in their DRP,
provided in last chapter of this thesis, which nsebatter preparation in dealing
with upcoming disasters that recently increasedtemms of likelihood and
severity. Due to it is complex nature, not all digas can be fully contained but at
least the Company through DRP will be able to redine impact to its ongoing
business and minimize the financial loss. Spedifenefits for the Company
including:
= Stronger IT infrastructure. IT system can be recedeusing specific
best strategy available subject to Company’s cenditneeds and
resources. This is important to protect the Comfzadgta especially
confidential ones.
= An increased protection to company’s resources amdimize
contractual obligations / financial losses.
= Business opportunities and raised reputation. RerGompany is now
perceived as being able to continue their busirgssrations with

Universitas Indonesia

Propose disaster..., Tjio Seva Sherwin, FEUI, 2011



15

1.6

1.7

minimum disruption felt by stakeholders whilst caetifors might not
be able to do the same.
= Lower insurance premium as the risk now considereer than before

due to the existence of well-crafted DRP.

Method of Analysis

= Literature review, that is collecting relevant thee related to materials
being discussed in this thesis to support the aisaly

= Observation, that is observing PT. XYZ and intemiey management

to obtain the required data and information.

Study Limitation

It will focus mainly on IT risks and how the riskeuld be managed
through a qualified disaster recovery plan. Befarghthere is no disaster
occur in PT XYZ that requiring the Company to aatestheir DRP plan
for IT Dept. Hence no benchmarking of the real tépg or quality of its
DRP in times of real disaster, is available. Thepgcanalysis will mainly
covered question of whether DRP implementationifoDept. is able to

reduce risk of IT failure ?.

Framework Analysis

Chapter 1 Introduction

This chapter consists of background, problem foatioh, purpose and
benefits of the study, method of analysis and stumdigation

Chapter 2 Literature Review

This chapter consists of supporting theories thavided framework as
basis to do analysis. The theory used was mairite@ to subjects of
Risk Management, Enterprise Risk Management, Bssin€ontinuity

Management and Disaster Recovery Management.
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Chapter 3 Methodology

This chapter consists of methodology used to araBE XYZ's existing
DRP. The author use the descriptive qualitative hoetas basis to
elaborate the plan.

Chapter 4 Analysis

This chapter consists of general description of ¥¥YIZ's establishment,
business background and their risk managementypolibe discussion
followed with risk assessments including IT riskssaster recovery plan
was then discussed as part of the overall busic@sgnuity management.
Both are interrelated discussions. The final pathe chapter is discussing
PT XYZ's disaster recovery plan based on data plexviby management
(including interview result) and the plan is an&gzusing the theoretical
framework provided in chapter 2.

Chapter 5 Conclusion and Recommendations

Based on facts and analysis found in Chapterig ctiapter describes the
Company’s current practice or implementation offpRlentify risks and

provide recommendations to improve existing DRP.
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CHAPTER 2
LITERATURE REVIEW

2.1  The Origin of Disaster Recovery Management
Disaster recovery management (DRM) was rooted fretrategic
management science. In the beginning, strategicagement perspective is
characterized as a long-term process for develogingntinuing commitment to
the mission and vision of an organization, nurtgrenculture that identifies with
and supports the mission and vision, and maintgiranclear focus on the
organization’s strategic agenda throughout altlésision processes and activities
(Choi, 2009). Steiss (1985) views strategic managgras the process whereby
goals and objectives are identified, policies avanulated, and strategies are
selected in order to achieve the overall purposesission of an organization. An
important aspect of strategic management is its hasip on organization
adaptation to enviromental demands (Choi, 2009)s T$ relevant with DRM
spirit which looks for ways to survive extreme lmess interruption, such as
disaster. The ability to survive shows adaptabildly the company to its
environment in the face of threatening disasters.
How can we apply a strategic management persgettivemergency
management ? Effective emergency management reqdimi, 2009):
= Emergency management agencies and programs adaptrempond to
enviromental uncertainties and demands on a camisand ongoing basis
» Fundamental changes in organizational culture sralemergency
management practices involve profound changesgarszational values and
ways of thinking.
= Time, resources, strong leadership commitment, poldical support from
inside and outside organizations
= Ongoing and active involvement of all participatmganizations
An emergency management system can be strengthmsnatllizing the
strategic planning feature of strategic managenigm.challenge is how to apply

underlying assumptions and elements of the str@tegnagement approach to the
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current emergency management system in a manrteerthances organizational
effectiveness and communities capacities in esfaibly an effective emergency
management system. The most important thing isu$oto understand strategic
management features and to be more open and fexitzldopt new principles for
present and future emergency management plans. nBygrating strategic

management to emergency management, the expectesfitbeare forward

thinking, professionalization, capacity buildingrabgh organizational learning
and adaptation, goal identification and achievem#mbugh leadership and
commitment, increased public support and accoulittatand more funding

(Choi, 2009).

One of strategic management famous concept is S\a@alysis. This
method of analysis can be used as a tool for ozgéons to assess their strategic
position based on aspects such as strengths, wsssg)@pportunities and threats.
Strengths and opportunities strategies are abang usternal strengths to take
advantage of external opportunities and contributesvalue creation whilst
weaknesses and threats strategies are defensities talirecting at reducing
internal weaknesses and avoiding enviromental threg@David, 2001).
Weaknesses and threats creates risk for the congraihjence there’'s a need to
analyze about its nature, likelihood and potentiglact for the company to cope
with it. Threat analysis is specifically discusseanpany’s weaknesses that out of
the company’s control such as competitor. Threalyss has a similar context
with risk analysis in terms of both are discussithg obstacles inhibit the
attainment of company’s goals. Pickett (2006) deirrisk as any uncertainty
about future events that impact an organizatiobita to achieve its objectives.
Risk is usually measured in terms of its impact dhd likelihood that it
materializes. Wallace and Webber (2011) interpiisisanalysis as a process that
identifies the probable threats to the businesstige passes, it was started to
realize that such risk analysis only as good astifyeng risks on certain aspects
that could affect the achievement of the desireptatives and no preventive
measure yet in place. This concern which then @glwto risk management

science whereas now there is a proactive mechamsplace throughout the
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organization that enables the Company to know ned ehanging risks that
coming to our way and at the same time, enablirgg @@mpany to prepare
themselves by having procedures or plan in placefasm of control to mitigate
both existing and upcoming risks. Wallace and Web2011) interpret this
process as risk assessment and define it as asprafecomparing the risk
analysis to the controls the Company have in plazeidentify areas of
vulnerability.

Enterprise Risk Management (ERM) comes next witeirges to embed
risk management throughout the organization. ERMedsed in_www.c0s0.0tg
is a process, effected by an entity’'s board ofatmes, management and other
personnel, applied in strategy setting and acrbes enterprise, designed to
identify potential events that may affect the gntand manage the risks to be
within its appetite, to provide reasonable asswaegarding the achievement of
entity objectives. ERM definition as quoted from RYZ intranet is a structured
and embedded approach that supports the allignroerdtrategy, processes,
people, technology and knowledge with the purpdsevaluating and managing
the uncertainties an organization faces as it esaalue (Pickett, 2006).

Enterprise Resilience was the subsequent topise atb overcome
limitation of ERM. Conventional ERM help executivasd directors focus on the
nature of specific vulnerabilities and they canvidle partial frameworks to help
firms protect potentially weak links from low prdbbty catastrophic risks. But
they do not fully prepare companies for the distunties that can jeopardize
earnings drivers. Conventional ERM fails to accodot interdependencies
accross vertical and horizontal corporate operatiand thus tends to
underestimate the range and severity of risks fégethe firm. In sharp contrast
to traditional ERM, enterprise resilience planniagyvances a company’s speed
and flexibility by crafting an integrated first 8rof defense and offensive strategy
to guard the entire extended enterprise against neavoidable risks that are the
byproducts of interdependent operations. Resiliemanizations are sensing,
agile, networked and prepared. A resilient orgairornas able to (Starr, Newfrock

and Delurey, n.d.):
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= Effectively alligns its strategy, operations, mag@gnt systems, governance
structure and decision support capabilities so ithedin uncover and adjust to
continually changing risks.
» Endure disruptions to its primary changing earnidgvers, and create
advantages over less adaptive competitors.
= Establishes transparency and puts in place contool€EOs and boards to
address risks across the extended enterprise
» |t can withstand improper or fraudulent employe@awor, IT infrastructure
failures, disruptions of interdependent supply okaor customer channels,
intellectual property theft, adverse economic ctiads accross markets, and
the myriad other discontinuities companies facayod
Establishing greater resilience is especially ssag/ in the current
economic and security environment, which poses & set of challenges to
executives and boards. The openness and complexityoday's extended
enterprise increases the firm’'s dependence on Qfoancial, operational, and
trade infrastructure. Although that provides foreaper efficiency and
effectiveness, it also exposes most companiesks that were unfamiliar during
the era of national markets and the vertically grd¢ed enterprise — and
compounds the effect of conventional business rigkisat's more, the legal and
regulatory landscape has undergone significant gdaince the September 11,
2001, terrorist attacks and the accounting and m@avee scandals in the United
States, raising the level of diligence stakeholderpectation from senior
executives, board of directors, and board auditrogtees in ensuring the safety
and continuity of the enterprise. The July 2002temiStates’ National Strategy
for Homeland Security recommends that industry agsctand corresponding
government agencies responsible for critical infragure protection develop
national infrastructure assurance plans that britigepublic and private sectors.
The Sarbanes-Oxley Act of 2002 has tightened boafdslirectors’s audit
committee responsibilities, imposed new CEO and Cle@rtification
requirements, and raised the “standard of careigatibns on management

dramatically. The Basel Il Accord commits finanes&rvice institutions to set
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aside larger capital reserves against possiblerdutiperational disruptions.
Guided by these and other requirements, undensraérisk, such as insurance,
equity and debt markets, will more aggresively idgiish between those
businesses that are resilient and those that ate T maintain earnings
consistency and preserve and grow shareholder vethief executives and board
members need the capacity to sense and responclivedfe to increasingly

complicated levels of risk — risks that cannot ssegly be transferred through
conventional means, such as insurance (Starr, Melwfind Delurey, n.d.).

We are now living in an interdependent world. Ttiadally, risks have
not been perceived in the context of key earninggers, but rather in broad
categories, each of which was managed in a furaltipisolated way. Rarely do
they or their business continuity programs linketbgr in support of strategic
objectives. Networks are one of the great advameesdustrial organization.
Over the course of the last half century, the ealty integrated company has
given way to the networked enterprise, an orgaiumat structure characterized
by greater agility and adaptability. Successfumgr today must deal with
intertwined layers of information, raw materialsnaytical data, customer
communication and service and network infrastriectuat unprecedented speed —
while maintaining countless secure relationshipth whird-party organizations,
such as suppliers, technology outsources, and gowart regulators. The reliance
on open borders, transnational alliances, and glotzakets for capital, goods,
and services has generated a “just-in-time” econammch, although remarkable
cost-efficient, leaves companies open to a rangdisgiontinuities that can affect
operations, reputation, customer habits, legal dstayy regulatory compliance,
earnings performance, and ultimately shareholdduevawe call these new
vulnerabilities, collectively, interdependence riskd define it as unanticipated
risk exposure accross the extended enterprise ithdieyond an individual
organization’s direct control. The scale and impaftta disruptive event is a
function of the degree of its integration into abdmler extended enterprise. A
problem that appears localized could ripple accanssextended enterprise, an

industry sector or even a national or multinatioeabnomy. The capacity to
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withstand such disruptions is a function of a fsnsystemic resilience — it's
ability to understand its interdependencies andfaiesee and plan around
discontinuities that can occur within them (Stalewfrock and Delurey, n.d.).

Same opinion on interdependency is also noted rmthar author. As
Richardson (1994) notes on human being living aoonli our environment has
become a more crowded world and as the populatioreases, pressures such as
urbanisation, the extension of human settlement] #re greater use and
dependence on technology have perhaps led to egase in disasters and crises.
The world is also becoming more interdependent @nthected so that small-
scale crises in one part of the world can havegaifstant impact on other parts of
the world. (Ritchie, 2004)

Enterprise Resilience Planning begins with thentifieation of the
greatest risks across the enterprise, includingraefpendencies, and then
generates a targeted program, integrated with bveomporate strategy, for
mitigating these risks. There are three steps toféng a resilient enterprise :

= Diagnose enterprise-wide risk and interdepencies
= Adapt corporate strategy and operating model
= Endure increased risk and complexity

Disruptions are events that interrupts normal iess, functions,
operations or processes, whether anticipated antioizated (business continuity
institute, 2011, p.16). A business interruptionsmmething that disrupts the
normal flow of business operations (Wallace and Wkéep 2011). While
disruption represents general circumstance of nmpéions. A disaster is any
event that disrupts a critical business functioralte and Webber, 2011).

Organizations may utilize tools such as Businegzakt Analysis (BIA) to
analyze business functions and effect that a bssidesruption might have upon
them (Business Continuity Institute, 2011). It isoaan explanatory review of the
important functions that are essential for the apen of the business (Wallace
and Webber, 2011).

Enterprise resilience is the ability and capadiywithstand systemic

discontinuities and adapt to new risk environmég8tsrr, n.d.). It is an ability of
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an organization to resist being affected by andewt (Business Continuity
Institute, 2011). Business continuity managementaisolistic management
process that identifies potential threats to anawizption and the impacts to
business operations that those threats — if rehlizemight cause, and which
provides a framework for building organizationailience with the capability for
an effective response that safeguards the interelstés key stakeholders,
reputation, brand and value-creating activities sjBess Continuity Institute,
2011).

Business continuity management main components rtiwst discussed
and as implied in the diagram are as below :

A full BCM project consists of five stages:

n Project Scoping
n Risk Assessment & H Strategic
Business Impact Analysis —— Development

n Business Continuity Plan Development

-«
Emergency Respanse Team Crisis Management Plan

Training & Testing

Figure 2.1 Business Continuity Management
Source : Internal documenation of PT XYZ and inew with Chief Operation Officer as in

Appendix 1 with as edit as required

1. Emergency management

Emergency management provides a mechanism for emwoiting
strategies aimed at reducing or eliminating riskl &r building the capacity to
protect the community from the unexpected (Cho@0
2. Crisis Management

Crisis management is management of an incidentimgea specialized
and immediate respond, like dealing with a hos&getion, a major food recall
program, etc. Crisis management is also callesh@daent management (Business

Continuity Institute, 2011).
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Faulkner (2001) argues that principal distinctibetween crisis and
disaster are to the extent to which the situat®atiributable to the organization
itself or can be described as originated from oletghe organization. Thus, a
crisis describes a situation where the root cadsanoevent is, to some extent,
self-inflicted through such problems as inept mamagnt structures and practices
or a failure to adapt to change., while a disaster be defined as where an
enterprise is confronted with sudden unpredictatdéasthropic changes over
which it has little control (Ritchie, 2004). Hegtt998) believed that effective and
well planned crisis management strategies were ateéal prevent or limit the
“ripple effect’ or outward chaos associated witlsisrincidents not only between
organizations but also across different induss#tors (Ritchie, 2004).

3. Business Recovery Management

Business Recovery Management output is busineswveey plan that is
used to enable the organizations to resume altsobuisiness processes within
their maximum tolerable downtime.

The following diagram set forth interconnectednelsstween emergency
management, crisis management and business recoamggement during an

incident/disaster.

Roadmap to Recovery

Pre-incident Risk Control,
Program Planning and
Exencising
7
Pre-mcident

Response  Com i

Timelinesa Pre-incdsnt i — 2 Hm= 1 Hra—3 days 2 gaya — months
Action Prevend Siabdizes Comimunicstes Recower
I Mifigats

Figure 2.2 Interconnectedness of Emergency Managemtg Crisis

Management and Business Recovery Management
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Source : Internal documentation PT XYZ and intewigith Chief Operation Officer with edit as
required

Wallace and Webber (2011) and Business Contirogitute (2011) state
that disaster recovery management resides insidex diusiness continuity
management which deals with strategies and plansefmvering and restoring
the organizations technological infrastructure arapabilites after a serious
interruption. Disaster recovery is now normally dises reference to recovery of
an organization’s IT and telecommunications. DsaRecovery Plan (DRP) that
is further discussed in this thesis refer to thévdies associated with the
continuing availability and restoration of the Ififrastructure when a disaster(s)
strike.

A recent research argued that disaster and cceis do be avoided.
Tinsley, Dillon and Madsen (2011) research revealgattern : Multiple near
misses preceded (and foreshadowed) every disasterbasiness crisis they
studied and most of the misses were ignored oreawkrTwo barriers to take
lessons learnt from near misses:

a. Cognitive biases. Two in particular cloud peoplégement:
= Normalization of deviance that is the tendency otmere to accept
anomalies, particularly risky ones, as normal. &organization, such
normalization can be catasthropic.
= Qutcome bias
When people observe successful outcomes, theyttemacus on the
results more than on the (often unseen) compleggsses that led to
them.
b. Leaders tend not to grasp their significance.

Studies by Tinsley, Dillon and Madsen (2011) shitnat organizational
disasters rarely have a single cause. Rather tfeeynaiated by the unexpected
interaction of multiple small, often seemingly umiontant, human errors,
technological failures, or bad business decisidhgse latent errors combine with

enabling conditions to produce a significant faluNear misses arise from the
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same preconditions, but in the absence of enallimglitons, they produce only
small failures and thus go undetected or are ighdtenakes little sense to try to
predict or control enabling conditions. Insteadmpanies should focus on
identifying and fixing latent errors before circuiansces allow them to create a
crisis. The good news is near misses can be resedj@nd prevented by below
seven strategies :
a. Heed high pressure
The greater the pressure to meet performance gaals as tight schedules,
cost or production targets, the more likely managee to discount near-miss
signals or misread them as signs of sound decisiaking. When people
making decisions under pressure, psychologicalareeeshows they tend to
rely on heuristics, or rules of thumb, and thus rame easily influenced by
biases.
b. Learn from deviations
Manager’s response when some aspect of operatikaws fsom the norm is
often to recalibrate what they consider acceptalsle Our research shows
that in such cases, decision makers may clearlgnstehd the statistical risk
represented by deviation, but grow increasinglys leencerned about it.
Managers should seek out operational deviations tfee norm and examine
whether their reasons for tolerating the associasikhave merit.
c. Uncover root causes
Correct the underlying cause not the symptom
d. Demand accountability
Even when people are aware of near misses, theyttewlowngrade their
importance. One way to limit this is by requiringamagers to justify their
assessments of near misses.
e. Consider worst-case scenarios
Unless advised to do so, people tend not to thhmough the possible
negative consequences of near misses. Examiningsesi®sely helps people
distinguish between near misses and successesayitl bften adjust their

decision making accordingly.
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f. Evaluate projects at every stage
When things go badly, managers commonly conducttnpm$ems to
determine causes and prevent recurrences. Whergtheall, few do formal
reviews of the success to capture its lessons.riigaily examining projects
while they're under way, teams avoid outcome bras@e more likely to see
near misses for what they are.
g. Reward owning up
Seeing and attending to near misses requires aajfomnal alertness, but no
amount of attention will avert failure if peopleeait motivated to expose
near misses.
Fail to expose and correct latent errors even wthencost of doing it
small, will lead to missed opportunities for orgaational improvement before
disaster strikes. Surfacing near misses and coigegbot causes is one the

soundest investments an organization can make.

2.2  Business Impact Analysis and Risk Assessments
Wallace and Webber (2011) defines Business imaaatysis (BIA) as a
snapshot of vital business functions at a givemtgaitime. Any major changes in
the operation of the business will require an updat BIA. An organization’s
critical functions depend on its primary missiorengfits of BIA :
= Quantifying the tangible and qualifying the intaolgi costs of the loss
of a critical function
= |dentifying the most critical functions to protect
= Pinpointing the critical resources necessary foche&unction to
operate such as people, equipment, software, etc.
= Determining the recovery time objective (RTO) afical functions.
= |dentifying vital records and the impact of theis$
= Prioritizing the use of scarce resources if mudtiglnctions are
affected at the same time.
Business impact analysis helps the Company totifgtetheir critical

business functions. Risk analysis is the next m®dkat can be used to identify
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probable threats to our business functions (inolgdihe critical ones). Risk
Assessment will then comparing the risk analysigh&controls that the company
have in place to mitigate the risks in order tcedetreas of vulnerability.

Business impact analysis, risk analysis and riséessment are crucial
piece of information in the Business Continuity plezwhich are the fundamental
of any well-crafted disaster recovery plan.

2.3 Business Continuity Plan

Business continuity planning should be an integeat of every business,
large and small, public and private, for-profit andn-profit. Every business
should plan for how it would continue to operate¢ha face of interruption from a
variety of natural or man-made hazards It may seebe daunting, but business
continuity planning doesn't have to be complexti#fg basic level, the planning
process follows a logical progression of steps @8ggion of Contingency
Planners, 2011) :

1. Identify what hazards apply to your business. Tleesebe natural hazards
(e.g. severe weather, earthquakes, volcanic engtietc.) or man-made
hazards (e.g. computer viruses, vandalism, thef).e

2. Determine the risk that these hazards pose to lposiness. Probability,
severity and length of impact involving these hdgawill help determine
how much and what kind of risk each poses.

3. Develop plans and procedures to help your busipessare for, respond
to and recover from interruptions. For example, yoay determine that a
power failure would cause you to lose access ta gotical accounting
records. You may implement a plan to provide backgwer by
purchasing a generator and ensure your recordbaanieed up to tape or
other media.

4. Continue to refine your plans through exercises ewaluation of how

they performed in real events.
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Types of Business Continuity Plan according to léa & Webber
(2011):
2.3.1 Administrative Plan
The administrative plan contains or describes :
= How the company’s business continuity program isdewted. It pulls
together documents created during the initial paogrdevelopment
such as BIA and risk assessment, into a single denu for future
reference.
= The company’s long term strategy for contingen@nping
= Set the expectations as to what each team membdramvorking on
»= A valuable source of informations as it containsieseof reference
information common to all departments/programstsoad all around
the department. During an emergency, it will beiclft to find all of
this material.
= How the plans will be periodically tested in eviecfieasing depth
= How the plans will keep pace with significant pregse€hanges
= How to maintain an ongoing employee awareness cgmpa
2.3.2 Technical Recovery Plan
This plan offer detailed instructions for how to-aeate a technical
function for a company. It can be for the recovefyanything vital to the
business. In terms of the overall disaster recqvenyy vital business functions
are candidates for a technical recovery plan becthescreation and maintanance
of these plans is time consuming and expensive.cféation of recovery plans
beyond the minimal, helps to raise a company’sri®ss resilience from disaster
recovery to business continuity. A technical recgy@an provides a manager the
tool to begin the recovery process while waitingtechnical assistance to arrive.
It covers :
= All vital IT functions, as identified by the Busis® Impact Analysis
= All vital business functions, as identified by tlRusiness Impact

Analysis
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= Telephone service such as the main telephone svatgbmatic voice
mail routing, etc.

= Essential facilities services such as water, atecanitary, etc

= The office operations of vital business functions
2.3.3 Work Area Recovery Plan

Work area recovery means preparing workspace tqdeanly support
recovery of business operations. Some companigtookehe fact that recovered
IT operations are of little value if the other paftoperations (work area) are not
recovered as well. Challenges in writing this plans:
2.3.3.1 Selecting a Recovery Site

Table 2.1 Selecting a Recovery Site

Security Inbound Data Time to| Potential Relative
Telecom | Bandwith | Activate Problems | Cost
Different Total control | Control Known Minimal, | Clearing Expensive,
company over a few | out unless the
site capacity hours if | whoever is| facility is
properly | using the|l used for
equipped | equipment | low value
uses
Contracted | High Available | Available | 24 hours | Nearest High
hot site capacity capacity available
site may be
far away
Mobile Your Limited to | Limited to | 24 hours | If the | High
recovery responsibility:| equipment | equipment company
equipment | total control| capability | capability site is
but perimeter unavailable,
is open must  find
another
quickly
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Security Inbound Data Time to| Potential Relative
Telecom Bandwith | Activate Problems | Cost
Scramble | Multiple sites| Too Dispersal | Long; this| Recovery | Zero until
at the time| mean dispersed | should is an | delayed it is
of incident | minimal to easily| provide untested | while needed
control swing the| adequate | plan locating a| and then
inbound bandwidth site, which| high
calls to a| to each site may require
site preparation

Source : Wallace & Webber (2011)

2.3.3.2 Employee Notification

Immediately after a disaster is declared or ardend activates a business
continuity plan, the recovery facility crew is riad. It is suggested that this crew
is notified by company’s automated notificationtsys. Alternatively, a call tree
may be used.
2.3.3.3 Tools to Work With

A personal computer with a network connection anglephone are the
primary tools provided to an office worker. Worlgather to develop a standard
workstation layout. This will ease unit setup aidsupport. Other tools needed
are printers, reference materials detailing thevery facility.
2.3.3.4 Telecommunications and Data Systems

A recovery site must have a data connection taebevered IT site. The
bandwidth must adequate to support workstatiosgat Moving the inbound call
lines from the damaged work site to the recovecgtion.
2.3.3.5 Security

The recovery site requires both physical secutyprotect assets and
information security to protect its data.

Before a work area recovery plan can be declareghasational, it must be :
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a. Tested. The ideal plan must demonstrate that & abimeet the recovery
time objective (RTO) designed during the plannihgse.
b. Maintained. The recovery site will require a regulmaintenance

periodically.
2.3.4 Pandemic Management Plan

Pandemic plan is subpart of business continuignpihg. A pandemic
refers to an infectious disease that is spread dmfact with people, strikes a
significant portion of a population over a wide areoften over continents.
Pandemic slowly appears, overwhelms the populatwhthen gradually recedes.

Pandemic Techniques must be included in the pian a
2.3.4.1 Social Distancing

Infectious disease is spread by person-to-persatact. The farther apart
people are, the less likely it is that they canspgsrms to others. Pandemics
require loosening the company’s absence policyhsuee sick people stay home.
2.3.4.2 Sanitation and Immunization

People touch many things. Thus things around theeanust be properly
cleaned at least daily to reduce the passing ohgehrough touch. Arrange paid
immunization for employees and their families taluee sick time absences,
reduce likelihood of an employee infection and @ase employee participation.
2.3.4.3 Communications

Keep the workforce and the public informed abobé tpandemic,
explaining the symptoms, what each individual sdald and what the company
is doing about it. Communication plans must belat@ before they are needed so
that everyone knows where to look for what theydnee
2.3.4.4 Timing

Know when to activate your pandemic plan and wioetiose it down.
2.3.4.5 Use Technology

Use technology to enable people to work from h@né stay separated

from potential infection.
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2.4 Disaster Recovery Plan as part of IT Technicd&ecovery Plan
2.4.1 Business Continuity Plan vs Disaster Regoi?¢ain

Wallace and Webber (2011) tries to interrelateswben Business
Continuity Planning and Disaster Recovery Plannifusiness continuity
addresses continuing a company’s business aftexdaarse event. Historically
disaster recovery was the term for rebuilding thtadtenter at another site after
the existing one has been rendered unusable. Bisgstovery will solved the
problem of a total data center loss but the resliésis the overall business
processes of which automated systems are just areop it. Nevertheless,
disaster recovery planning is still important footlo the data center and the
offices. It resides inside of a business continplgn which deals with the overall
issue of keeping the business running (p. 115).

BCM aims to proactively manage all business preegsassets, facilities,
supply chains and human resources to ensure thdtuginess will function at its
highest capacity. This is distinct from disastecorgery-based planning which
concentrates on ensuring that IT contingency péartsprocedures are in place to
return to business as usual as soon as possikleaatftrisis. BCM sees disaster
recovery as a sub category.

As stated by Miller (2011) in the www.continuitydeal.com) BS 25777

emphasises that IT Disaster Recovery is simplyaspect of IT continuity which
has to be viewed in the same holistic manner asmwimlisiness continuity
management. It is BCM which seeks to ensure thatotiganizational processes
are protected from disruption and that it can resppositively and effectively
when disruption occurs. BS 25777 is developed keyBB 25999 committee, the
committee under British Standards Institution wheates standard for business
continuity management.
2.4.2 Disaster Recovery Planning

Reddick’s research (2011) shows that there has aesgnificant impact
of IT usage in state governments on emergency pignhl has been proven to

be effective for all phases of emergency managenaespecially for the response
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phase. It was evident that state governments rdtiigig on a performance index
were more likely to use IT for emergency management

According to Pine (2007) there are numerous ingmartechnologies that
are used in emergency management. Rao et al., \208Ttioned they are seven
that are universal. They are the internet, wireleshnology, GIS, direct and
remote sensing, emergency management decision igystem, hazard analysis
and modelling, and warning systems. Nikolic et(2007) states that they can be
combined in a multimedia platform for creating arvemll emergency
management information system (Reddick, 2011).

National Governor’s Association (NGA) in 1979 whs first to develop a
broad framework for emergency management duringstitgly of emergency
preparedness. These functions have been examimbeirionstrate the impact of
IT on emergency management. NGA identified four sgisa of emergency
management Below are the emergency functions/phase€ombining IT role in
disaster recovery management within the contextswtegic management
framework (Reddick, 2011; Choi, 2009; Foster an& [R005; Ritchie, 2004) :
Pre-event stagellowing the development of strategy and plans:

= Hazard Mitigation / Prevention
Risk assessment of current condition followed wetillaboration with
senior management to develop plan for reducirgri;i DRP-IT context,
these are the information technology activities @ undertaken in the
long term before the disaster actually strikes.yTée designed to prevent
emergencies and reduce the damage resulting frose tihat occur.
Pre-event stagewith continued implementation of strategies totoalnor reduce
the severity of the crisis/disaster.
» Disaster Preparedness

Contingency planning by collaborating with busmamits to develop

“what- if” scenarios for loss of critical infrastture and

telecommunications, including alternative fac#tiand service provider

contracts. Also develop workplace strategies to ebtgy alternative

officing strategies that meet business continuigals. In DRP-IT
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context, these are the information technology #et undertaken in the
shorter term, before the disaster strikes, whichaane the readiness of
organizations and communities to respond to disastEhe following

graph illustrates the impact of having a prepamatiorespect to negative

impact, speed recovery and business advantage.

Business Advantage

\
ENEREREAN

¥ without
Preparedness

Negative Impact

Damage to financial
results, reputation and
key relationships

Speed of recoverv

pEsEs Without Praparodnoss SSSERassttisss it saste S anein

Figure 2.3 The Effect Of Preparation To Negative Irpact, Speed Recovery
And Business Advantage

During event stageis a stage immediately before or after a crisis alisaster
occurs which requires the implementation of strigetp deal with its impacts :
» Disaster Response Activities

Develop roles for employees integrating with therporate crisis
management team. In DRP-IT context, these are itlfermation
technology activities undertaken immediately foliogv a disaster to
provide emergency assistance to those in need anonize property
damage, such as emergency plan activation, adivatf emergency
systems, emergency medical assistance, shelter esaduation, and
research and rescue.

Post event stagas the phase in which a long-term recovery or ltggamn phase

allowing for evaluation and feedback into futureeyention and planning

strategies for destinations and businesses :
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Disaster Recovery Activities

Contingency plan implementation and restoratio@tsgy. In DRP-IT
context, These are the short-term and long-terfiornimation technology
activities undertaken after a disaster to prowtlgims in an affected
area with at least their pre-disaster conditiowell being.

IT Recovery Strategy

Based on Wallace & Webber (2011), IT recovery stepkide rebuilding :

24.4

Environmental

IT equipment must stay within a specific temperatnd humidity range.

Infrastructure

External network connection into the data centrettef local service

provider and throughout the recovered data centrégcal servers used by

application servers such as domain controller, DNB{CP, etc.

Architecture diagram could help better visualisd taster understanding.

Applications

Company specific software used by the businessldoeas customer and

internal administrative requirements. The detadlpdlications :

» Prerequisite systems/applications that are requuried to restoring this
application

» Successor systems/applications that are fed byagpication

» Application or infrastructure component licenseuiegments

Data

The information needed by the company’s busineparti@ents to support

the flow of products and services.

Data Recovery Strategy

Based on Wallace & Webber (2011), There are 2stygferisks in the

infrastructure that supports your data assets :

a. Physical loss due to a device failure or disadtgoar location.
Physical loss is the likely of the two but itpstentially the most

damaging. It includes hard disk failure, servelut@, or an enviromental
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disaster. Physical loss accounts for 20% of allideats affecting
information technology resources.
b. Logical loss caused by an application or user error

It includes application errors, user errors or auséy breach.

Logical loss account for approximately 80% of altidents.

2.4.4.1 Based on Wallace & Webber (2011), in agsgsssk, considerations for

Key Causes of Data Loss :

Viruses

These malicious program can get into your systeangttime and strike when
you least expect it.

Natural disasters

Fire, flood and high winds can cause physical damagsystems and make
your data unavailable or unreadable

Human-created outages

Systems can be damaged by a sudden loss of poweorse yet, a small part
of data stream can be lost, causing damage thahotaye readily apparent.
Hard drive crash

It's not if a hard-drive will fail, but when. A hdrdrive is most likely to fail
within 90 days of being placed in service and adfaout three years of average
us

Laptop or smartphone loss or theft

The value of the data stored in a laptop or otlwtable device usually far
exceeds the cost of replacing the hardware.

Software failures

Operating systems and storage area network softwane fail, corrupting
existing data

Application failures

Applications are not guaranteed to be bug free.ug im an application can
cause incomplete or incorrectly formatted or ciaimd data to be written into

your files.
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Your data could be at risk if the vendor suddenly @f business or no longer

able to provide the required services due to aefiaitations.

There are tactical and strategic issues surrourtti@doss of critical corporate

information :

a. Tactical issues

Compromised information
Lost productivity

Employee downtime

Loss of customer information

Increased help desk support required

b. Strategic issues

Loss of opportunity

Decreased operational efficiency
Inability to support customers
Increased system costs

Noncompliance issues

c. Other issues

Customer notification

Litigation expenses

Internal investigations

Forensic experts

Software updates

Subpoenas by government authorities
Stock price

Reputation

Propose disaster..., Tjio Seva Sherwin, FEUI, 2011
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CHAPTER 3
METHODOLOGY

This chapter explains methodology being used Btep by step format
starting from research design to data analysis asishto address problem as

outlined in chapter 1.

3.1 Research Method

This thesis use a descriptive qualitative researethod. This will include
examining factors that might influencing behaviasyironments, circumstances
of a subject in a descriptive way. Descriptive agsk may focus on particular
subjects and go into great depth and detail inrdeag them. This approach is
called a case-study. Case studies identify andigieeaavidence to support the fact
that certain parts/variables exist and that theyeh@onstruct validity. Therefore
the important aspect of this method is how to @bléxperience, opinion, feeling,
and the knowledge from the participants and aftestwaadapting it to the

aforementioned disciplines (Patton, 1990).

3.2 Research Stages

3.2.1 Data Collection

The research is initiated with data collection s of both primary and

secondary data. Primary data is the type of daah ith obtained directly and

usually never been published before. The sourcepriafary data is through

interview and direct observation. Secondary datdahes type of data that is

obtained by other party and already published lgeefdhe sources of secondary

data is organizations data, government/regulatogbsite, books, journals,

magazine, newspapers, etc. Data collection prdoeskis thesis is done through:

= Secondary data - Literature studies with subjeeiagdiscussed mostly

are risk management, enterprise risk managemesindss continuity
management, business resilience and disaster myooamagement.

* Primary data - Field observation of current sitoiain PT. XYZ
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= Primary data - Interview with the Chief Operatiofffi€er and IT Dept.
Head of PT. XYZ
» Secondary data - Data acquired from PT. XYZ's manaent (e.g.
company’s intranet)
3.2.2 Data Analysis Risk Assessment
Data analysis that related to PT. XYZ's risk id&o#ition and risk assessment.
The purpose is to understand the underlying riskeeatly faced by PT. XYZ
particularly their critical business risks as nibtbaisiness risks were visible to be
addressed. Risk identification and assessment kalp the management to
understand the challenge they need to overcomécasisure sufficiency of their
internal control to mitigate such risks. Data acedi are both primary and
secondary data. Primary data is obtained throutgnviiews to identify the risks
and direct observation. Secondary data is obtafreed PT XYZ's management
(i.,e PT XYZ's intranet). PT. XYZ maintain a riskgister/risk profile (listing of
risks they perceived to have a significant busimegsct).
3.2.3 Data Analysis Theoretical Framework
Data analysis related to company’s business disestevery plan. The analysis
will use 2 frameworks provided study literaturechmpter 2 refer to point 2.4.2 —
2.4.4.
= Emergency functions/phase that combining IT role disaster
recovery management within the context of strategianagement
framework (Reddick, 2011; Choi, 2009; Foster Bxyd, 2005;Ritchie,
2004). We tried to analyze management’s responsayodisaster based
on their available disaster recovery plan to astesis preparedness using
such 3-time-phase framework (Pre-event, DuringRost-event stage).
= Recommended IT Recovery Strategy including infredtre,
applications, and data management (Wallace ancoé/eB011).

3.2.4 Conclusions and Recommendations
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START

- =

- Literature Study
Field Study (secondary data)
v

Problem Formulation :
The need of having an adequate and reasonabléetisasovery plan
in place for PT XYZ to anticipate business intetiops that lately
shows an increasing trend both in likelihood angeggy

1

Purpose of the study :
= Toidentify PT. XYZ's business risks (including fiEks that is the
focus of DRP) and it's impact
= Toassess PT XYZ current disaster recovery plan.
= To analyze and advise on how to improve PT XYZtinisDRP

ags

[ Data Collection ]
Primary Data Secondary Datd|
/- Company observation\ f- PT XYZ's company \
= Interview with Chief profile
Operation Officer and = PT XYZ's intranet

IT Dept. Head as they
are deemed as the mosf
knowledgable person

k regarding BCM / K j

Data Analysis using framework
based analysis

T

4 ] N\
Conclusions and

Recommendatiol

Figure 3.1 Research Methodology Steps
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CHAPTER 4
ANALYSIS

4.1 The Company’s Establishment and Business Background
4.1.1 The Company’s Establishment
PT. XYZ is a one of the local subsidiary of glolpabfessional services
firm providing advice and solutions in the arearsk and insurance services
specifically :
» Insurance broking and services.

PT XYZ employs a team approach to address cliensk
management and insurance needs. Each clientsorship is coordinated
by a client executive who draws from the many indusand risk
specialities within PT XYZ to assemble the resosrneeded to analyze,
measure and assist a client in managing its var@ks. Product and
service offerings include program design and plaa@mpost-placement
program support and administration, claims advocaoygl wide array of
risk analysis and risk management consulting sesvidts specialties
including Aviation & Aerospace, Claims, Energy, rastructure and
Marine areas.

» Risk management activities (risk advice, risk tfansrisk control and
mitigation solutions).

Comprised of consulting specialists dedicated tvipling clients
with advice and solutions across a comprehensingeraf insurable and
non-insurable risk issues. It helps clients idgnékposures, assess critical
business functions and evaluate existing risk rtmeat practices and
strategies.

PT XYZ's clients vary by size, industry, geogragnd risk exposures. PT
XYZ is organized to serve clients efficiently antfeetively, delivering tailored
solutions based on complexity of the risk and gldbatprint, and matched to

clients’ buying styles.
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PT. XYZ was established in 1999 as a result ofsobdation performed
by PT XYZ’s current ultimate parent with 2 acquinediltinational companies (a
claim management services company and an intenstiosurance brokerage
firm). Since its first establishment in Indonegtd,. XYZ utilized IT devices and
built the related IT infrastructure to support gldlsiness services. PT. XYZ's IT
framework followed the know-how IT arrangement framparent company.
4.1.2 Vision and IT Operating Principle

PT. XYZ's vision is to be the number one choiceewery market we
serve. One of PT. XYZ's operating principle is titatevelop and deploy systems
that enhance client service, internal productiatyd market interactions. This
clearly implies company’s recognition on the impoxte of IT usage in their
operation.
4.1.3 Indonesian Insurance Business Environment

The Indonesian insurance industry is controlled aegulated by the
Directorate of Insurance, a division of the Minystf Finance. The Indonesian
(non-life) insurance markets should be considersdaadeveloping financial
services sector in the emerging Indonesian econowiigh a few notable
exceptions, Indonesian insurance companies aresanbyect to having minimum
Paid-Up Capital requirements (IDR 40 b by 2010 ¢B& 70b by 2012 end, IDR
100b by 2014 end) and continuing to develop anengthen its technical and
professional skills to be in line with today's dieyed industrial countries. As at 1
January 2009, there were 88 registered Property @adualty insurance
companies, 43 registered Life insurance companaxut 145 registered
insurance brokers plus hundreds of insurance ag@iftthese total insurers and
brokers, there are 16 international insurers amate¥national insurance brokers

licensed in Indonesia, including PT. XYZ

4.2  PT.XYZ's Risk Management Policy
The risk management policy obtained from and dsedswith Chief
Operation Office (refer to Appendix 2) states whatst be done with respect to
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risk management and the responsibilities of certaimups and individuals in
respect to risk.
4.2.1 Definition of Risk
Risk for PT. XYZ can be defined as “the possibilifiyan event occurring
that will have an impact on the achievement offtime’s objectives. The inherent
risks facing the firm can be categorized into eiggk categories. They are :
= Compliance/regulatory
» Business processing
= People
= External
» |IT Systems / Infrastructure
* Financial
= Clients products and markets
= Strategic
4.2.2 Objective of Risk Management
Objectives of risk management and the internal asgessment framework
include :
= Protect our margin and help us to grow faster withfidence

Protect our clients and shareholders

Prevent us inadvertently breaking the law
= Avoid reputational damage
= Help support parent credit rating
= Provide confidence to our business partners
= Avoid any sanctions
Therefore any potential event that can threaten [Him@n’'s
objectives (including compliance with applicablevéaand regulations)
should be considered within the definition of riakd the internal risk
assessment framework.
4.2.3 Responsibilities for the Management of Risk
Responsibilities for the management of risk areerght in all roles

throughout organization, from senior level to evergmber of staff.
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a. Risk governance committees (i.e Executive Comnsti&ecom).
Excom is the ultimate governance body responsidi¢hie management of
the firm and is therefore ultimately responsiblertanage risk.
b. Responsibilities of every colleague. The risk remspoilities of every
colleague include :
» Undertake their activities in a risk conscious mamn
» To be aware of and manage on an ongoing basissksyrelevant to
their role and immediate working environment
= To report any material risk issues that they ararawof to their
supervisors
c. Responsibilities of Business Units/Support Areas
The management of each business unit hold the prineaponsibility for
the management of risk within their own areas afecage, including :
» To identify key risks facing their areas of accaimlity
» To regularly assess their effectiveness at idengfyand managing
these risks on an ongoing basis
» Where there is a “hand-off’ risk between two areash area is
responsible to ensure that the associated risksraperly managed.
*= To respond to material risk incidents/issues ay thezur and take
appropriate action to mitigate / escalate, andcooedance with any
relevant policies
» To escalate any material risk issues to the releanctional
management as appropriate
= Promote and encourage a risk aware culture
d. Responsibilities of Risk and Control Functions
PT. XYZ operates a ‘Lines of Defence’ model thansito
provide control, oversight and review across 3imigstlines’ :
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Table 4.1 Risk Responsibilities and Control Functios in PT.
XYZ

First Line Business Units and | Business and support functions
support departments | are primarily responsible for the
(e.g. Operations, IT, | indentification and management
Finance) of the risks associated with their
business/activities
Second Line Risk control functiongControl functions assist the
e.g. Compliance), business in the management |of
Legal, CRO Function | some specific risks especially
where some specific expertize |is
required (e.g. lehal), and provide
assurance over the management
of risk in the first line
Third Line Regional internal audit  Independent assoe over the
effective operation of the first tw|
lines of defence

Source : PT XYZ's internal documentation combineith additional information

(@)

obtained during interview with the Chief Operatiofficer. Refer to Appendix 2.

The second line of defence is made up of indivisla@partments, such as
HR, Compliance & Legal who, through their specialis
» Assist the business to manage their specialist esl. legal
» Challenge the business where risks have not beemtified/or
require improved assessment
* Provide an aggregated view of all similar risksoaer the firm
paying particular attention to consistency
The third line of defence provides an independemssurance over the
business and control function activities.
4.2.4 Overview of Risk Management Framework
The Internal Risk Management Framework is a coliesenof processes,
which are designed to ensure the firm identifisseases, mitigates and manages
its risks. The Framework consists of three layers:
1) Risk strategy & culture
2) Decision making/Risk Governance

3) Day to day risk processes
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T - Risk Policy
. . . - Risk
Risk Policy, Appetite & Culture Framework
- Risk Appetite
Risk Governance - Governance
Board of Directors/Business Units Executi@emmittee
Risk Risk Risk Risk - Risk Management Processes
. o - Top Tier Process/Bottom
Monitorin (
Identification Assessment | | Mitigation itoring Up Process)

Manaoemet

Figure 4.1 Internal Risk Management Framework
Source : PT XYZ's internal documentation combineith additional information

obtained during interview with the Chief Operatiofficer. Refer to Appendix 2.

The day to day processes for risk management goposied by an
established goverance structure, facilitating tber fof risk information from the

Business Units team, up through to Business Unitettive Committee.

4.2.5 Risk Governance Process

The risk governance structure within the companwiplace to provide a
strong foundation for the management of risk actbsrganisation. Irrelevant of
size and make up of the business unit, the flagbdf the framework supports
the activity of risk management as well as the ghdien / escalation of key risk

issues.

Key Elements of Risk Management Governance in PYIZ X

Business Unit Executive Group

Each business unit has management structures aretingmce meetings in place
to manage their business. Risk information is ededl to these groups and
reviewed / challenged. These allow for senior managnt review within the

- Reporting and Monitoring
- Loss and Near Miss
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department and the ability to delegate to appropneersonnel for action within
the business unit or escalate to higher risk gaweior further action.
Business Unit Risk Register
Each business unit have a risk register. Thisstaadard template, to capture and
document risk. It is used as an audit trail, actagnand reporting mechanism.
4.2.6 Risk Processes

As stated in the company’s risk policy and confidrauring interview
with the Chief Operation Officer, the Risk Managem@rocess in PT XYZ
involves two connected activities both following @ntinuous process of
identification, assessment, mitigation and monmgrof risk informed by the Risk
Appetite Statement.
4.2.6.1 Risk Identification.

The ‘Top down’ process and the ‘Bottom Up’ processk together in
ensuring that risks are identified and managed &\els of the organization :

— Top Down - Executive Committee regularly identify and revidve tTop
Tier Risks’ impacting the organization. Informatifsom the business unit
risk registers helps to highlight risks ‘bubbling’was well as validating
the top down information. The ongoing review ofg@eisks also includes
validation from external sources such as industfgrmation and external
consultants.

— Bottom Up - The bottom layer of the framework consists of a hamof
“day-to-day” risk processes, although it shoulddeognised that some of
these processes are not actually performed onlaltksis. See below for
a diagram of how these components interact. Theinéss units
continually identify and review risks, maintainirgy risk register using
information from:

- Standard business activity
- Top Tier Risks
- External Information

- Change initiatives etc.
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The keys stages of the process are:

Figure 4.2 The Risk | Process

Source : PT XYZ's internal documentation combindthwadditional information obtained during
interview with the Chief Operation Officer. Refer Appendix 2.

The key aim of the risk identification phase is fbe business unit to
understand the threats to its objectives and wiwatidc prevent them from
delivering their plans. Within specific activitissich as Project Management and
Business Planning, risk management is an embeddddei activity, and a key
part in structuring the activity. It often formsrpaf the documentation from these
activities and is an explicit output. Although ablleagues will identify risk as
part of their normal day to day activity, this pbasnsures the key risk
information is captured in the Business Units risgister.

Risk identification should be embedded into staddarsiness activity to
ensure ongoing and regular identification of riBkis could include:

« At the start of project or initiative (and updatédoughout its duration)
* As part of quarterly business reporting

* As part of the business planning and review
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* As part of standard monthly business review andntemy
Use of the Risk Categories also helps to underdtamdull scope of risks
the BU may face and assess the current coveragesaga Other risks could be
identified via:
* Risks escalated by colleagues through their nodaglto day escalation
and supervision processes
* Risks already known by senior management in tha arg part of their
day to day management of the area
* Risks escalated directly from colleagues to the C@®@ther risk group
attendees
* Risks identified from Top Tier report
As part of the consideration of the risks for tiek register, the Top Tier
risks should be considered to determine whethey #igo impact the area in
question. If so, and considered sufficiently matethese should be included in
the Risk Register, even if contained in the Top-Domformation.

The Risk Register
Within all Business Units a risk register existscapture and evidence the

risk management activity. It is critical that akykrisks within the business are
captured within the risk register, to allow struew review, challenge and
escalation. The standard risk register templatraated and owned by the COO
(Chief Operation Officer) and is a simple Microsb#cel spreadsheet. It provides
structure to allow all key (BU top tier risks) t@ ldocumented as well as other,
smaller risks (secondary risk) as well as allowiogmaintain an audit trail of
historical risks within the area (Removed risks).
4.2.6.2 Risk Assessment

Once the risks have been identified, they then rneetle assessed to
understand the impact they could have on the fimpractical terms, an initial
assessment will be carried out as the risk is ifledtto understand if it is a

material / key risk.
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In assessing any risk, the company take into adcanoy historical loss
data or experience to rationalise any score. Theyld also take into account
both the likelihood AND the impact when settling anscore, not necessarily
settling on a ‘doomsday’ scenario but a more cieddvaluation for a risk.

A good example of this is risk associated with uegl to adhere to
regulation. Ultimately it is possible to be actyakhut down’ by the regulator
and authorisation removed, but this scenario igkelyl to come about without a
whole series of steps / issues occurring firsthwienty of opportunity to contain
/ remediate the problem. It is more ‘credible’ thag could be instructed to do a
skilled person review and be fined. Still a vergrsficant risk but not so
impactful as being totally closed.
4.2.6.3 Risk Mitigation

Once a risk has been identified and assessed &t uanderstanding of
the risk has been made, it is key to define thetrappropriate course of action.
Firstly, any risks above the risk appetite of thd Beed mitigating action to be
defined. Although, in some extreme circumstandesiet may be some risks that
we have to accept, by default we should aim togaig ALL risks in this area.
The risk register supports the approach in which tisks are mitigated by
prompting you to focus the action on:

» Reducing the Likelihood — Preventing it happeniadrequently

» Reducing the Impact — Preventing the cost of ifpeaing should it occur

* Reduce both — define a course of action that adkke both elements

= No action — Accept that no action can be put ic@lat present (because it
is too costly or the risk is at an acceptable level

= Action dependant on another area — No action cataken by the BU
directly but action could be put in place by anotieas, for example IT.

Once a focus for the action has been decided uperBU must decide on
what actually needs to be done. Risk action shtakld one of the following 4 key
forms:

1. Mitigate — identification of additional mitigatingctions

2. Avoid — decide to avoid risk, e.g by ceasing atyivi
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3. Transfer — e.g purchase additional insurance
4. Accept — recognise that the risk is higher thane&ipgg but monitor

situation
4.2.6.4 Risk Monitoring

The monitoring and reporting of risk is a key aityivn the cycle to keep
track of progress on action, factors impacting ttisk, external factors that may
impact the risk and provide confidence of an imprgvrisk profile. The key
audience for risk information is the Executive / Mgement Meeting. This is
where the risk information is ‘integrated’ with tle¢her business information to
support senior management. The key outputs frombibtéom up’ risk process is
the risk register. Pulling together all informatioh this type from across the
business units to analyse how the risks look ifraggted / occur at the same time.

There is no single manner on how to monitor eask due to the differing
nature of risks (eg monitoring external regulatahyeats requires different
monitoring to the level of E&O (Error and Omissierposure)). As part of the
risk assessment process, there will be a considerat any metrics to measure or
monitor the risk.
4.2.7 Risk Appetite

PT. XYZ's level of income, balance sheet and rigipetite are all
inextricably linked. PT. XYZ'’s risk appetite is alance between the amount of
profit it wishes to earn against the risk it is gaeed to take to earn it e.g more
risky investments need to earn more because theapildy of the investment
failing is higher or an insurer will want a highgremium for a risk that is more
likely to occur (such as insuring properties orofigplanes). The balance between
increasing appetite in return for increased prdfir NOI) can be simplistically

represented by the following diagram :
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Increasing
Risk
Appetite

Net
Operating
Income

Increasing income

Figure 4.3 Risk Appetite Continuum
Source : PT XYZ's internal documentation combindthwadditional information obtained during

interview with the Chief Operation Officer. Refer Appendix 2.

Each firm will have to set its’ own risk appetite & is a function of the type of
business they are in, geographic locations thedetra, product sets they deal in
and ultimately its culture. Once established it®lef risk appetite, it will need to
articulate how that translates into daily actistiand decision making. Thus,

define level of tolerance toward specific risks.

Risk appetite levels have been set for each ritdgoay explained in 4.2.1 :
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Table 4. 2 Risk Appetite Rating

Risk Appetite |

Low Moderate High

Compliance & Legal

Business Processing

People

External

IT Systems / Infrastructure

Financial

Source : PT XYZ's internal documentation combindthvadditional information obtained during

interview with the Chief Operation Officer. Refer Appendix 2.

Risk appetite rating explanation :
Table 4. 3 Risk Appetite Rating Explanation

Risk Appetite Description |
Low Is very risk averse in most circumstances

Is willing to accept and actively seek some riskscertain
circumstances

High Is willing to accept risks in most circumstasc
Source : PT XYZ's internal documentation combindthwadditional information obtained during

Moderate

interview with the Chief Operation Officer. ReferAppendix 2.

4.2.8 Loss/ Near Miss Management
The objective of developing the structure and goaece around the
management of losses / near misses are:
= Through the central organisation and analysis s$ loformation prevent
and or reduce the occurrence and impact of negatigats in the future
= To provide a central repository for all loss / neass information, a full
cross section of risks and support root cause aisaly
= To improve awareness of losses / near misses ang@rttesses around

their management
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Risk Management is focused on the understandimoptral and
governance around business activity to prevent/ardeduce the occurrence of
negative events. However, at times, these eventscdar (i.e. a risk crystallises)
no matter what mitigating activity is delivered.i¥lean result in an actual loss or,
through good fortune, good judgment or furtheractfor a little bit of each), a
‘near miss’. It is critical that, as an organisatiave understand as much as we can
about these events and use this knowledge to preverat least reduce, the
likelihood and scale of similar risks going forward

Processes and a central repository for the marageof these “loss
events’ will help to collate and provide informatido allow analysis of these
events. The process has the following key elements:

1. Identification of loss / near miss
Communication of loss / near miss
Documenting of loss / near miss
Root Cause Analysis

Creation of action plan

o 0k w0

Review and monitoring of activity
The process to collect information of losses /rnmgsses is split into
incidents giving rise to a potential E&O claim, atimbse that do not. This is to

reflect the difference in approach required toexdlkhis information.

4.3 Risks Relating To The Company Generally / Topier Risks
As discussed with PT XYZ'S Chief Operation Officer Appendix 2,
these below risks that are assessed by the compawg the potential to
materially affect the company’s business, resultsoperations or financial
condition.
4.3.1 Legal and Regulatory Issues
a) PT. XYZ is subject to significant exposures arisingm “errors and
omissions” claims. PT. XYZ provides numerous prefesal services,
including the placement of insurance for corporate public clients

around the world. As a result of these activittbg, company is subject
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to a significant number of errors and omissions,E&O”, claims. In
our risk and insurance services segment, such slaintlude
allegations of damages arising from failure to ameely place
coverage or notify insurers of potential claimshehalf of clients. In
our consulting segment, such claims include allegat of damages
arising from our consulting services, which fregleninvolve
assumptions and estimates concerning future evER&#S. claims seek
damages, including punitive and treble damageaiaunts that could,
if awarded, be significant and subject us to paaéniability for
monetary damages, negative publicity, reputatiohafm and to
diversion of personnel and management resourceyvenGithe
unpredictability of E&O claims and ligitation, isipossible that an
adverse outcome in a particular matter could haweaterial adverse
effect on the company’s businesses, results of atipers, financial
condition or cash flow in a given period.

b) Without neglecting best effort put in place to caynphe Company’s
compliance systems and controls cannot guaranteé ithis in
compliance with all potentially applicable laws amgjulations. This in
return, may have an adverse effect on our business.

c) Improper disclosure of personal data could resultegal liability or
harm our reputation. The company has certain ofliga to maintain
the security and privacy of clients’ and employeeshfidential and
proprietary information. The company maintain pels; procedures
and technological safeguards designed to proteet stcurity and
privacy of this information. Nonetheless, the compaannot entirely
eliminate the risk of improper access to or disatesof personal
information. Such disclosure could harm reputataord subject the
company to liability, resulting in increased costsloss of revenue or

impairment to reputation in marketplace.

4.3.2 Financial Risks
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Result of operations could be adversely affectgdebonomic and
political conditions and the effects of these ctinds on clients’
business activity. Factors such as local governraetibns, legislation
changes.

The inability to successfully recover should tlenpany experience a
disaster or other business continuity problem cocddise material
finacial loss, loss of human capital, regulatoryiats, reputational
harm or legal liability. Should the company expece a local or
regional disaster or other business continuity l@mmb such as an
earthquake, hurricane, terrorist attack, pandersecurity breach,
power loss, telecommunications failure or othemurator man-made
disaster, it's business continuance will depend, part, on the
availability of personnel, office facilities, andgper functioning of
computer, telecommunication and other related sysi@nd operations.
In such an event, global operational size, multimether companies,

and our IT systems (i.e backup) would provide apartant advantage.

4.3.3 Competitive Risks

a)

b)

The company is operating in a highly competitiveisonment. If fail
to compete effectively, business and operation$ suiffer. There’'s a
fierce competition in the market. Some competitdes provide free
services and offer price cut down to clients, mgkindifficult for PT.
XYZ to retain or attract clients who valued priceeo other service
qualities.

The loss of key professionals could hurt the gbiio retain existing
client revenues and generate revenues from newdsssilt is therefore
very important to retain significant revenue-prodgcemployees and
the key managerial and other professionals who @atipjhem. The
company face numerous challenges in this regactydimg :

» the intense competition for talent

= the general mobility of professionals
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= the dificulties face in offering compensation ofype and amount
(including equity-based compensation) sufficient ®ttract,
motivate and retain valuable employees.

C) Rapid technological changes and failure to adedyanticipate or
respond to these changes could adversely affeatdsssand result of
operations. To remain competitive, the company nitiled the most
current technologies and methodologies and integhem into service
offerings. If the company do not make the correchhology choices
or investments, or if the choices or investments msufficiently
prompt or cost-effective, business and results pérations could

suffer.

4.4 Risks Relating to The Company Specifically / @tom-up Risk
Assessment

Based on documentations provided by the manageamehas elaborated
further during discussion with PT XYZ'S Chief Optoa Officer in Appendix 2,
these are the company’s assessed specific risksllated through bottom-up
mechanism and it is divided into eight risk categmr
4.4.1 Asset Management / Strategic

4.4.1.1 Denial of Access to the Company’s Location

Fire or other incidents occur at neighbor's sitecl leads to inability to
access PT. XYZ's location. This is considering X¥.Z's office location nears
central goverment legislative building which oftenget ambushed due to
demonstration related activities. In return, it htigxpose PT. XYZ to denial or
difficulties to access office premises. The regiorBusiness Resilience
Management (BRM) together with local BRM coordinaaoe constantly in pace
and closely monitor, any activities that could |@alalt to business such as
major strikes, demonstrations that take place tieaoffice.

4.4.1.2 Theft of assets (i.e computer/data, res;ambney, staff property,

etc)
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Breach of security. PT. XYZ imposes “Corporate 8gg’ to
encounter the risks that believed leads to conpdaogt of assets :

Personnel Risks

In the economic downturn, motives for employeecwmigluct are on the
rise. Increased potential for low morale and highston surrounding
layoffs combined with personal economic pressuremployees create
unanticipated personnel risks for companies.

These risks can be mitigated through employeekdraand
screening, a universal best practice for corposaturity. Given the high
proportion of incidents that originate from withorganizations — from
workplace violence to data theft — it is essertiatun checks on potential
employees, vendors, and contract personnel. Amrméd hiring manager is
in a better position to make good decisions abdubrw to trust with the
company’s assets and reputation.

Pre-employment background screening needs varth buy
industry and by the employee’s position. A crediteck is likely
unnecessary for an employee who will not be aating financial role, but
companies will find it valuable to perform criminadcord checks on all
new employees. Employment and academic verificatican be an
important tool for ensuring that an applicant hdse tappropriate
credentials. Résumé fraud may not indicate thairitieidual is a security
threat, but it is a warning sign for possible fetunisconduct.

Information security risk

History shows that virtually every technologiadvance can be
misused. In the world of digital information, théusers become the
hackers, cyber terrorists, and data thieves regoite the media.
Information technology has become an increasingipartant front to
defend, especially in light of the fact that morhart 90% of business
information is held in a digital format and appnmately 70% of that data
is never printed on paper. This information inclsideverything from

sensitive documents and proprietary plans to custonecords and
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employee data. For PT. XYZ, that store personabrinftion about
customers or employees, the economic and repughtiosses resulting
from a data breach can be severe.

Cyber security risk

Most often, information security incidents origia within an
organization. To avoid information leakage, PT. X¥i2ates and enforces
a policy governing the use of their informationeiss This include rules
relating to employee use of e-mail, websites, matharing sites, social
networking, and instant messaging.

An employee traveling with an encrypted laptogimiassume that
the corporate data on that computer is secure. |dp®p system only
invoked absolute protection when the computer wesetl off completely.
If an employee inserts unknown USB into their coteput can infect the
machine with malware that can be used as the basiattacking the
company’s network and stored data.

Essential cyber security prevention measuregpplemented with
detection tools and response plans. On the netwex#d, this involve
setting up a Security Operations Center (SOC)allnsty network sensors
that can collect the data needed to identify tlsr¢atthe network and
communicate them to a monitoring center where sfists can look for
problems on a 24/7 basis. In crisis situations iregy immediate
assessment of cyber-security preparedness, ITagoles can deploy a
“Rapid Deployment Network Sensor Array and MonigriPackage,”
otherwise referred to as a “SOC in a Box."

Businesses and other organizations that colledtstore personal
information such as PT XYZ face special securigksi Organizations are
facing the responsibility to protect data, investeyincidents, and take
steps to retrieve lost data. In general, the camssces of noncompliance
can be severe, potentially resulting in financianglties, victim or

shareholder litigation, loss of customer confiderss®l lost sales revenue.
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The problem requires a multi-dimensional solutiBoth high-tech
and low-tech identity theft attacks hinge on cogpervulnerabilities that
facilitate the pilfering of sensitive customer dafstacks can often be
thwarted with the right preventative measures. Agithrem:
= Keeping software current with security updates.
= Knowing where important customer data resides.
= Collecting evidence when an incident occurs.
= Recognizing the risks of wireless data transmission

In the event of a data breach, it is importangquackly understand
what, why, and how it happened. Security problenislikely need to be
remediated, and forensic analysis will be necesgauantify the scope
of the breach. Individuals whose personal infororatihas been
compromised must be notified, which can be a chg#e as legal
requirements vary.

Intellectual property risk

Intellectual property (IP) is another intangilleset to be managed
and protected. Given the high-value and highly gda& nature of IP, it is
under increasing threat, especially as companigdsceestaff in the wake
of market turmoil. Employees who feel aggrieved nigecide to leave
with the companyjis trade secrets, customer psising, or other sensitive
data. IP protection requires attention to both rimfation technology and
physical security. It is critical to take proactiN® protection steps:
Conduct an IP audit.

Design enforceable IP rights.

Know the local partners, wherever they are.
Know your supply and manufacturing chain.
IT security low attention and low budget risk

Corporate security budgets balloon in boom timesnore often,
in response to an increase in perception of thk@ivever, in the wake of
the global economic crisis, physical security budgshrink. Risks

continue to evolve, and the tactics of those wheks® do harm will
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always adapt to changing security postures. Allsptgl security plans
require regular audit, testing, and review to easthmat procedures,
systems, and training are current and hence budgetone of the
important factor for management’s attention.

Integrated design and concentric circles of mtate risk as a way
of a precaution measure in dealing with such ITuggcissues. Integrated
design for site perimeters is already common practor high security
applications and companies now increasingly opt tbhis more
comprehensive approach in new construction. Intedrdesign combines
the architectural features of Crime Prevention Tgio Environmental
Design (CPTED) with traditional technical, physicand operational
security elements. PT XYZ is of the opinion thdeefive application of
CPTED concepts results in architectural featureat thre barely
recognizable as perimeter defense, but insteadpessented as well-
planned architectural designs. Perimeter securitgnotakes a layered
approach, establishing a set of concentric circhsth this layered
approach, PT XYZ can control access to their emwirent further out,
ensure that undesirables have several hurdlese@achrbefore reaching
critical areas, and gain crucial time to responth&threat.

4.4.2 Business Model / Change Management
= PT. XYZ has no distinguishing features and conssgniety solely on
price. Lack of competitor analysis / corporate liilgence. This is as
result of competition pressure and nature of cliewho are mostly
price conscious. The competition and price ovesridgroper strategy.
There’'s a tendency to value price more then otlewices. The
management is actively looking for ways to improweir current
position in the market emphasizing global marketcggization and
knowledge it brings, especially for areas that albtcompetitors can
compete on such as insurance in marine, aviatiorergy and

infrastructure.
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» Lack of close collaboration with other departmemtg. cross selling.
No incentive and no communication related to cresking. Recent
months ago, PT. XYZ starts activating a cross+sgllincentive
program. In which for any successful referrals wid bonus awarded
both for individuals and departments. This appiceall department and
individuals, including those from support team. Ttesult of this
collaboration is still unavailable when this thesiss made.

= Difficult to penetrate into local businesses andstlinalt the business
growth speed. There’s still lack of awareness ie tharket to use
broker services. PT. XYZ proactively introduce theampany and the
significance role and benefits that they may briog clients and
potential clients. This is to support the growth n&w, renewal and
expanded business in the future. Pre-approved apd¢icne and
budgeted fund was granted to some of team leadetseaecutives
within the company to reach clients and potentiahts.

= As result of competitive risks, there’s a tendetmylo a non-standard
pricing models and perceived competitive presstwediscount. Pre-
approved invoice by team leaders and monthly rezeraview by
country leader are prerequisite by PT XYZ to mitégthnis risk.

4.4.3 Compliance

lllegal activities by staff, e.g. serious violat® of company rules,

unauthorized entertainment and / or gift. The mkkrer is ethical risk

from senior management / decision-makers; busingsessure;
management control not strict enough. Compliancé kEternal audit
plays a significant role to check the potential ptiamce related issue.

Their findings will help PT. XYZ to detect any frduand propose

suggestion on how to prevent such illegal actigitrethe future.

4.4.4 Financial
4.4.4.1 Currency / Foreign Exchange Fluctuations
Country risk; no detailed analysis or effectiventtols / tools in place.

The complex nature of foreign exchange fluctuatiomakes the analysis
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becomes difficult. It involves manual estimatio® determine hedging to
minimize the forex impact) and limited availabigarmation. PT. XYZ's
most transactions and accounting records is lbakaler IDR currency
but for reporting purpose it used USD currency. sThreate foreign
exchange implications and exposure for the comgapgcially in the case
of foreign exchange loss.
4.4.4.2 Unacceptable Levels of Bad Debt Write Off
In a business, bad debt write off is sometimesavaidable in
circumstance where the client is going out of bess, or neglect their
obligations to pay. Thus making it uncollectibt@urrently, the company
performed a more thorough risk assessment thaoréefo assess
creditworthiness of clients. Collection dept alsilized to perform the
job.

4.4.4.3 Failure to Manage Cash Flow / Liquidity

Irregular observation; inappropriate analysis; hodblogy. Excess

cash are now under close supervision from regiof@nce and

accounting team. A regular excess cash report lmeisgubmitted to the
regional with information on how to manage suchdirf{time deposit,
etc).

Information Technology (IT)

» Frequent failure of IT system (software e.g. sesyer
telecommunication, etc.). The failure of IT systaray be contributed
by several factors, such as usage of obsoletepequt, pirate
software installed by employees, non-standard egiptins
downloaded may contained virus or crash with egisapplications,
network bandwith limitation, etc).

= Limited network bandwith. Currently IT Dept use daith capacity
of 1.56 Mb. The utilization rate is reaching a ygaverage of 75%.
This is a high utilization in comparison with PT.YX's sister
companies globally. In certain circumstances thevork is so highly
utilized that makes all PC’s, laptops and systemthé office slower
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than usual. Making the work less efficient and lassomodative to
support company’s plan to expand the businessairfiuture.
4.4.6 People
4.4.6.1 The Injury of Key Personnel
In absence of injured key personnel in a deciseqjuired situations and
no proper delegation of authority, could bring riekhe company that the
business is not well run.
4.4.6.2 Employees at Risk of Disease and Sickness
In general this risk is due to each employeeseapmosed to any major
pandemic/epidemic incidents. In particular thekris due to the working
environment and style. Most of employees frequeatly working until
late after normal office hour and more than norghalorking hours/day.
This expose employees to overworking situationsteeadth problems.
4.4.6.3 Loss of Senior Management and/or Entii@nTe
In the past 2 years there’s a high turnover witthe company came
from all the departments mostly senior and expeed level. Reaching
10-15% rate. Loss of Senior Management and/orestg@am resulting in
the loss of intelligence capital, client relatioipshetc. This indicates lack
of employee retention plan; uncompetitive rewarstemy; poor or lack of
succession planning. The management has serioceswed the benefit
package of each employee during the year to erssimmpetitiveness in
the market. This year new benefit package has baanunced to match
the market.
4.4.7 Products/Services
= Claims or allegation by clients emanating from aXYZ employee's
faulty performance or negligence causing error @mission. PT. XYZ
is currently having the Error & Ommissions (“E&Onsurance
coverage placed by its parent globally. This insaeain particular is to
protect the company from cost damage resulting frany legal
lawsuits, repay client's damage compensation caost @her related

costs.
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= Unable to deliver high quality services to clierslely rely on third

party e.g. insurance company. There’'s a tendencgdme brokers to

overrely to insurance company works because opé#reeived quality
and past performances. PT XYZ do have a standactianésm in place

to review any papers (i.e insurance policy, quotaslip, placing slip,
etc) to ensure its consistency and accuratenegs.vilh help reduce

the E&O risk and reputation damage.
4.4.8 External
Indirect damage to the environment. Over usageagier and printing.
Each employee balance scorecard are now incompgrgiaper and

printing cost/usage reduction.

4.5  Business Continuity Management : The Implement&n
The implementation of Business Continuity Managemisn reflected

through the business continuity plan. Three phag#se business continuity plan:

4.5.1 Emergency Response Phase

Emergency Response Phase outlines the procedegeged to

respond immediately to any incident that may jedisa the safety of
employees, disrupt daily operations or bring umesgtied external scrutiny
to the firm. It is the firm’s intent to conduct &i$ with the highest regard
for the safety and health of employees and toeptoand preserve its

property. The purpose of the Emergency Responseepisato provide

guidelines to:

Ensure the safety and health of employees

Quickly identify and respond to incidents that nzaige at or near the
office

Help evacuate the building in an orderly mannengifessary

Assess any damage or impact of a situation

Ascertain the level of containment required to tindiamage to
facilities and equipment

Identify and apply the necessary emergency acviti
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= Coordinate with local emergency services and atitesr

= Manage and communicate information about the imtid® the
regional BRM Group, Crisis Management Team (CMTJ any other
parties deemed necessary

= Notify Global Business Resilient Manager (BRM) Mgament via
the company Emergency Hotline
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Source : PT XYZ'’s internal documentation combindthvadditional information obtained during

interview with the Chief Operation Officer. ReferAppendix 2.
4.5.2 Incident Management Phase
The Incident Management phase addresses theatepiocesses
that follow the onset of an extended outage casdes. This phase assumes
that the local BRM Group will liaise with the regial BRM teams to
provide assistance with such areas as: CommuoitsatiTechnology,
Legal, Facilities, Human Resources, and Finance.
The purpose of the Incident Management phasedsadare:
» Steps necessary to safeguard the welfare of théogegs are taken
» Determination of the extent of the incident is aatel
* Appropriate individuals are assembled into respdesens to carry
out the required actions
» Effective communication is made to employees
» External communications are properly controlled

* Appropriate operating strategies are implemented
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Source : PT XYZ's internal documentation combindthvadditional information obtained during

interview with the Chief Operation Officer. Refer Appendix 2.

4.5.3 Business Continuity Phase

Business Continuity Phase is designed to prowdeh line of

business with a framework on which to resumeaaitbusiness processes
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if an incident disrupts their normal work locatiand the resources in it
are not accessible. The purpose of this phase ensure that necessary
business conducted at this location can be recdvesthin reasonable
timeframes and to acceptable levels, to ensureability to support our

clients in an appropriate manner.

Table 4.4 Business Continuity Phase — stage 1

Phase 3 — Business Continuity

Stage 1 — Initial Recovery Activities

At the Command Center, the site BC team will meeénitiate the recovery of the critical
business processes
Critical Business Functions agree on critical opens, priorities, staffing requirements
and work in hand
Agree which members of staff are to be relocatekirfty into consideration family
commitments, travel difficulties & business requients)
The BRM Group will invoke the required recovery\dee providers below in line with
business requirements :

= Recovery Solution Providers

= Internal Sites

= Commercial recovery service providers (only if caot is in place)

= Other local site (predefined, such as hotel, camfee center, etc.)
If Access to disaster site allowed, ascertain wiithour documents / personal /
salvageable items are required
Recall records from off-site storage, if necessary
Working with the BRM Group, request telephone redliion processes to commence
based on an agreed priority list. Look at providiuglitional telephone operator/reception
assistance at location receiving redirected calls.
Depending on office recovery arrangements & staffibers, establish required
transportation provisions and other logistics resmients.
Initiate departmental Call Tree for critical steReiterate the current status and provide
assistance as necessary and possible, definecergcivategies and schedule for
implementation. Be careful to relate to colleaqgtinesr specific role, responsibility and
location for the recovery process. If colleaguegehiaeen designated for “On Call” status
reassure them that they will be brought into thevery process as soon as possible,
according to the recovery resources that are, bbatome, available.
Update the Office Status Line with current statiefjned recovery strategies, and
schedule for implementation
Notify the Post Office to hold mail until instructéo resume services
Consider any special client requirements and aamgdime of business specific details
for client or supplier communication
Ensure all visitors/clients expected to visit tligadter site are informed of any changes|to
meeting venues.
Summarize, agree & document actions/owners regdlaryg meeting
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Table 4.4Business Continuity Phase — stage 1 (Continued)

Phase 3 — Business Continuity

Stage 1 — Initial Recovery Activities

() | Agree next steps & nest team meeting, try to enthaethe team meets as the start & epd
of the day whilst incident is critical then as nesary thereafter

() | Update Line of Business Leaders, local BCP TeandégAlternate with team status,
actions.

() | Transport appropriate colleagues to their assatiaeovery sites.

- Colleagues Arrive At The Recovery Site(s) -

Source : PT XYZ's internal documentation combindthvadditional information obtained during

interview with the Chief Operation Officer. Refer Appendix 2.

Table 4.5 Business Continuity Phase — stage 2

Phase 3 — Business Continuity

Stage 2 — Restoration of “Business as Necessary”

Business Related Technology Related

() | Arrive at recovery site () | Verify contracted resources are available
() | Establish mail sorting area and () | Initiate additional resources procurement
procedures processes
( ) | Contact the Post Office and resune( ) | Initiate build of PC’s using Staff names
mail delivery to the mail sorting site relocating to recovery site
() Verify any vital records delivered Processing Network/Communications
by the off-site storage provider. If Platforms
there are missing items, contact the( ) | Provide technical| ( ) | The Global
provider immediately and make support as Network Services
arragements for the delivery of the necessary group will
missing items. coordinate any
( ) | Initiate manual business processes required redirectior
as soon as possible. Assimilate of the network
additional processes into the (' ) | On-site technical
recovery process as technology a+d support will verify
applications become available that the required
() | Phase in additional technical Local Area
provisioning as it becomes available Networking
() | Maintain contact with the key infrastructure is in
clients to ensure that they have the place, and is usable
most current methods for () | Initiate redirected
communicating with your office telephone service
Assist technology in the validation and coverage at the
() of restored processing facilities recovery site
Establish whether any work in () | Initiate redirected
() progress has been lost and how tg FAX service and
recreate lost data coverage at the
()| Enter “orphan” data (data collected recovery site
via manual processes following the () | Provide technical
disaster/outage) support as
necessary
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Table 4.5 Business Continuity Phase — stage 2 (conted)

Phase 3 — Business Continuity

Stage 2 — Restoration of “Business as Necessary”

Business Related Technology Related

() | Validate the status of the
restored/recreated/entered data. If the
status of the data/applications is
satisfactory, merge the newly
available processing environment tq
production status

Source : PT XYZ'’s internal documentation combindthvadditional information obtained during
interview with the Chief Operation Officer. Refer Appendix 2.

Table 4.6 Business Continuity Phase — stage 3

Phase 3 — Business Continuity

Stage 3 — Ongoing Recovery Processes

Business related Processing Platforms Network / Conmunications
() | Assimilate additional () | Provide technical () | Provide technical
business processes/staff support as necesarry support as necesarry

into the recovery flow ag
they become
available/required

() | As changes in recovery
status occur, the BRM
Group will keep
management and the
CM Team updated

() | Recovered critical
functions now operating
from Recovery location
() | Monitor and regulary
review and back log of
work — prior to
incident/post incident

Source : PT XYZ's internal documentation combindathwadditional information obtained during
interview with the Chief Operation Officer. ReferAppendix 2.

The plan further makes the followiigeneral Assumptions
» The recovery site(s) will be used for the minimuasaurces necessary to
resume critical operations in the shortest posdibie. It will not be used to

restore a full complement to a business-as-usatd.st
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* Trained personnel familiar with the operations lé pffice and its lines of
business are available for implementing the regov@ocess and trained
personnel from other sister offices will be avaiato assist them.

4.6 IT Strategy Practices

PT. XYZ establishes internal controls to ensuretgmtion of its
information assets, and to comply with business eagllatory requirements.

These controls, which include related planning,efilyment and implementation

of appropriate policies and procedures, are rewieregularly and updated where

applicable to ensure the integrity, availabilitydasonfidentiality of corporate and
client information.

The following provides a summary of related pragtiand controls as provided in

internal documentations and during interview wite Chief Operation Officer :

4.6.1 Risk and Security Organization

PT. XYZ has established risk management and infoomaecurity teams
that are responsible for assssing business riskgepmhring, reviewing and testing
plans to maintain business operations, establishmg) implementing security
policies, and advising on implementation of segupitoducts and procedures that
comply with its policies. The firm employees, cauors and vendors are
responsible for compliance with all applicable p&s and procedures.

4.6.2 Confidentiality

All employees agree to abide by the Compa®@gsle of Business Conduct

& Ethics. This document covers various aspects of workinthatfirm and for

our clients. The Code of Business Conduct & Ethiosludes a section

specifically addressing confidentiality of clientatd and information and an
employee’s obligations therein.

4.6.3 Business Resiliency and Disaster Recovery

A cornerstone of PT. XYZ'’s client relationshipstie commitment to the
integrity and security of client information and ¢ar continuation of services,
even in the event of a disaster. To support thatnasibment, PT. XYZ strictly
adhere to business resiliency/disaster recovensylaat cover our ability to serve

our clients during a disaster scenario.
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Based on interview with IT Dept Head as quotednfrdppendix 2 of this
thesis, the program includes mandates maintainafcbusiness resiliency /
disaster recovery plans with specific provisions $taff mobilization, alternate
work spaces

Plans are tested annually and updated as necdesatiglress deficiencies
or identified gaps.

4.6.4 IT and Information Security

Access Controls and Information Handling

= Users are required to use a unique ID to acceskcappn and network
resources.

= Accounts are removed immediately following employnéermination
and/or when access is no longer needed. Wherecapf#iand/or required
by regulatory compliance, accounts are reviewed $vatus and
permissions levels. Account changes are performgd abthorized
personnel using appropriate systems and processes.

= Password controls include defined minimum lengtle, r@ot displayed on
screens or reports, and a history is maintainegréwvent the re-use of
recent passwords. Accounts are locked after maltipthentication
failures.

= Vendor supplied default passwords are requiredetachmnged before a
new system can be implemented into production.

= Remote access is restricted to authorized usersended through virtual
private network (VPN) using two-factor authentioati with one-time
passwords.

= Depending on the sensitivity of data, and assoatiaséorage and
transmission methods, uses SSL, secure file tran@S€TP), digital
certificates (S/Mime), PGP, and other encryptiolntsans (e.g., TLS).

= All company laptops and workstations are requirechave whole disk

encryption installed and enabled.
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Electronic media, such as system hard drives,dsired to be sanitized
(i.e., digitally overwritten with random characterprior to re-use or
removal from production.

Hardcopy media containing sensitive information required to be
discarded in locked containers for later shreddiestruction by

contracted service providers.

Data Center Physical Security

Building access is controlled via electronic accesstrol systems (e.g.,
keycard or bio-metric device) and/or appropriagmnsn (e.g., all visitors
must sign in). Access to data center areas isictstrto only those
personnel whose job duties require access to geels.a

Access to data centers is logged for investigaine audit purposes.
Camera surveillance of data center areas is prdvideritical locations
and monitored 24x7.

Operations and data center areas are protecteshsaganvironmental
hazards using dedicated fire response, environmentaection and
cooling systems, as well as backup and uninteblgptpower supply
systems.

Visitors, contractors and vendors are not permiitdd secured areas
unless they have operational responsibility whetuires such access, the
access is approved by Operations management, andsikor is escorted
by authorized staff.

Operations and Network Management

All systems and configuration changes must be Idggesviewed,
approved and monitored.

Intrusion Detection Systems and other traffic andené correlation
procedures are implemented, maintained and modi®@4&7.

At the network layer, enterprise firewalls, VLANand layered DMZ
architectures are used to help protect systems fintnusion and limit the

scope of any successful attack.
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Vulnerability Management and Incident Response

= A multi-tiered anti-virus and anti-spyware prograsnin place for e-mail
and network gateways, servers, and desktops. Ami-\signatures are
updated daily.

= Security vulnerabilities and alerts are tracked ibfprmation security
personnel and assessed by appropriate technicaktexp/ulnerabilities
are ranked in accordance with an internal assedspnecess taking into
account any mitigating factors (e.g., AV coverdgewall protection).

* The implementation of patches and/or other workadsuare tracked and
monitored via Change Management processes

= A global problem/incident management team and [@®e® are in place.
The processes are based around ITIL standardshahdlé escalation and
notifications procedures. Escalation and externattyp notification is

dependant upon the nature of the incident.

Compliance and Audit

= PT. XYZ complies with the laws and regulations g tountries in which
it operates.

= Any transfer of data necessary to fulfill the seea we undertake for our
clients will be protected by appropriate contrattaarangements in
accordance with applicable local, national or ragl@rivacy regulations.

» Audits are performed to verify and maintain compdi@ with business and
regulatory requirements. Audit results are preskimeinternal findings
reports with remediation efforts concentrated oinimeg or establishing
processes and procedures, or implementing techpdotutions to fill

identified gaps.

4.7 Disaster Recovery Plan Analysis
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Disaster recovery plan analysis will use two frarmek theories as below :
4.7.1 Disaster Recovery Plan Assessment
Disaster Recovery Plan Assessment of PT. XYZ'squ8htime-phase framework
(Reddick, 2011; Choi, 2009; Foster and Dye, 200&HRe, 2004) :
Pre-event Stage

Based on theoretical framework referred from cha@tepoint 2.4.2, pre-event
stage should begin with risk assessment of existorglition, including controls
in place to mitigate the risks. These are usuadipstaken before disaster strikes

as precaution in case of emergencies and to raleagamaged caused by it.

Based on actual practice in PT XYZ that assessedutlyor through PT XYZ

internal documentation and interview results in Apgix 1 & 2, their pre-event

stage begins with IT risk assessment. Refer totgoh5 and 4.4.1.2 in chapter 4:

=  Frequent failure of IT system (software e.g. sesyglecommunication, etc.).
The failure of IT system may be contributed byesal/factors, such as usage
of obsolete equipment, pirate software installecebyployees, non-standard
applications downloaded may contained virus or lcragith exising
applications, etc). Mitigating control in place is revitalize or replace
obsolete equipment within it's usage life beforecriashed and resulting in
important data loss. Regular maintenance of comipdogal server, PC’s
and notebooks to ensure no misusage by employebsasuinstallation of
non-standard application and virus contained.

= Limited network bandwith. Currently IT Dept use baith capacity of 1.56
Mb. The utilization rate is reaching a yearly agaaf 75%. This is a high
utilization in comparison with PT. XYZ's sister c@anies globally. In
certain circumstances the network is so highlyiagd that makes all PC'’s,
laptops and systems in the office slower than usdaking the work less
efficient. This will halt company’s plan to expatite business in the future.
No definite plan yet in place to overcome netwoakdbwith limitation based

on data observation and interview in Appendix 2.
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Information & cyber security risk. Information tewblogy has become an
increasingly important front to defend. This infaton includes everything
from internal strategy documents, customer recards employee data. The
inability to secure these informations could haveeaere impact for the
company in terms of lost of trust/confidence byeitsployees and customers,
lost sales and potential sales. Not to mentionggation exposure if data
breach cause a serious loss for the client. Thigating control is PT XYZ
enforcing rules governing the use of their infonmafassets. This include
rules relating to employee use of e-mail, webshesdia sharing sites, social
networking, and instant messaging. Essential cydecurity prevention
measures is supplemented with detection tools asdonse plans. On the
network level, this involve setting up a Securitpedations Center (SOC),
installing network sensors that can collect theadseded to identify threats
to the network and communicate them to a monitorocenter where
specialists can look for problems on a 24/7 basisrisis situations requiring
immediate assessment of cyber-security preparedi@ssolleagues can
deploy a “Rapid Deployment Network Sensor Array aktbnitoring
Package,” otherwise referred to as a “SOC in a 'Bbx.addition, the IT
global team have an integrated design combinesittiatectural features of
Crime Prevention Through Environmental Design (CBYRith traditional
technical, physical, and operational security el@meThe most effective
application of CPTED concepts results in architedtteatures that are barely
recognizable as perimeter defense, but insteagrasented as well-planned
architectural designs. Perimeter security oftenesala layered approach,
establishing a set of concentric circles. With tHasyered approach,
organizations can control access to their enviroimesnsure that
undesirables have several hurdles to breach bedanhing critical areas, and
gain crucial time to respond to the threat.

IT low attention and low budget risk. IT budgetdidan in boom times
mostly in response to an increase in perceptiothigat. However, in the

wake of the global economic crisis, we have seehudgets shrink. Despite
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the fact that risks continue to evolve, and th¢idamf those who seek to do
harm will always adapt to changing security postuiiéhe mitigating control

is that security plans are must have a regulartatefting, and review to
ensure that procedures, systems, and training anent and effective.

Should there any indication of IT malfunction oeffective, it needs to be
addressed as soon as possible and budget areedl@ordingly.

The analysis is that in actual condition as ex@dimabove, PT XYZ did assess
their risks especially IT risks. They recognisee tisk of inherent IT system
failure, Information and cyber security risk whesedata breach could bring a
disaster to the company, IT low attention and lawddet from management and
limited network bandwith. Each risks are equippdthvt’'s corresponding risk
mitigating activities to enhance the readiness @fanizations in respond to
business interruptions including disasters. Howevke latter point (limited
network bandwith) has no risk mitigating contraisplace. The impact of having
no respond over limited/highly utilized bandwith ute contribute to slower
network and system making the work less efficieums tb time spent on system.
There is a need for PT XYZ to upgrade their curtandwith to support current
data flow and PT XYZ's growth. This is point of momendation included in
chapter 5.

During the Disaster

Based on theoretical framework referred from cha@tepoint 2.4.2, this stage
requires implementation of strategies to deal wwghmpacts. In DRP-IT context,
these are the information technology activitiesarteken immediately following
a disaster to provide emergency assistance to thasmed and minimize property
damage, such as emergency plan activation, acivaif emergency systems,

emergency medical assistance, shelter and evaouatid research and rescue.

Based on actual practice in PT XYZ that assessedutlyor through PT XYZ

internal documentation and interview results in Apgix 1 & 2 is that during
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disaster, the BRM leader (the country leader or CB@ activate the BCP
including DRP as part of it, as deemed criticaldtw so, by coordination and
consultation with Regional Business Resilience Tedhe company’s detailed
business continuity plan comprised of emergencypaese phase, incident
management phase and recovery phase as describggliie 4.4, 4.5, Table 4.4,
4.5 and 4.6 in chapter 4. In such plan, technologg is clearly formulated
starting from immediate report to regional asia iff@cBusiness Resilience
Management (BRM) team about the damages relatdd tofrastructure; start
containing to limit the damage; coordination witlcal and overseas vendor to
retrieve data, supplies and required IT equipment gervers, notebooks, etc);
prepare the recovery site as deemed needed iffftoe premises is no longer
usable; looking for assistance to repair LAN netwaofrastructure in place that is
damaged due to disaster; initiate redirection tedeee and fax services to be
diverted to recovery site or temporarily disactevantil further notice. These are
the minimum actions that need to be done by théefim but there is no rigid
sequence. The priorities will then need to be assken disaster by disaster basis.
During disaster, the command centre is the centre command, control,
information and liaison between various partiesuding employees, media, etc.
IT team will also look to this command centre foiredtion, assistance,
information, and reporting. For PT. XYZ, the comrdaentre is located in one of

employee’s nearest house from the office.

The analysis is that PT XYZ covers their disast@ntaining activities through
activities performed in sequence basis. First eprerg response phase (Figure
4.4) followed by incident management phase (Fighf#® and recovery phase
(Table 4.4 and 4.5). Not all being followed, it Mdlecided based on discretion of
country leader / CEO and COO in coordination andsatiation with regional
Business Resilience Team (the team who is resplensibthe implementation of
BCP). Some of recovery phase performed during Pesit stage. As mentioned
in point 4.5.2, PT XYZ will activate the incidentamagement phase to safeguard

the wellfare of its people and make an effectivengwnication to employees.
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Other examples are to initiate departmental CadleTior critical staff. Reiterate
their current status and provide assistance assageand possible. This spirit is
inline with the theory which mention about provigiemergency assistance to
those in need. As to minimize property damage,usiress continuity phase in
Table 4.4, if access to disaster site is allowesdedain documents / personal /
salvageable items to be collected as required. iEhggrt of PT XYZ's effort to
retrieve its valuable data and minimize propertgndge. From DRP — IT point of
view, the effort during disaster comprise of regortegional Business Resilience
Management (BRM) team about the disasters relatedTt infrastructure;
coordination with local and overseas vendor toiee& IT related data and
equipment; prepare the recovery site as deemeddetthe office premises is no
longer usable; looking for assistance to repair LABtwork infrastructure in
place that is damaged due to disaster; initiatergetion telephone and fax
services to be diverted to recovery site or tempgraisactivate until further
notice. These are all activities reflecting effopst to contain the disaster,

minimize its impact and put best effort to get batk business soon.

Post-event Stage

Based on theoretical framework, Post event stadbeigphase in which a long-
term recovery or resolution phase allowing for eatibn and feedback into future
prevention and planning strategies. Also to recateteast to the pre-disaster

condition of well being.

Based on actual practice in PT XYZ, post event pltasnprises of several stages
that are Initial Recovery Activities, Restoratiof Business as Necessary and
Ongoing Business Recovery Process. This is fulscdeed in Table 4.4 — 4.6.
Also, after an event take place and situation kasilzed, PT XYZ must create
brief synopsis of such event, including actionsetal& issues that arose. Regular
monitor and review and back log of work prior arabsipincidents are also being

documented.
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The analysis is that PT XYZ's practice covers atés with aim to achieve long
term recovery, stronger IT infrastructure throughleation and fedback. During
IT recovery phase, one of notable process is thaé ahe system are recovered
and now able to support normal business operatiannext process is to take
lessons learnt from such disaster. A report needet@repared as soon as the
situation back to stable state. This report is uUsednternal and regional/global
purpose as their reference to better deal withstisan the future. This report is
usually will be incorporated into the firm’s nexenodic risk management
analysis/assessment. This is a good practice teeptehe recurrence of same
disasters in the future if ways to prevent it carldarnt and implemented.

4.7.2 Recommended IT Recovery Strategy
Recommended IT Recovery Strategy including conatt®r aspects such as
infrastructure, applications, and data managemsrguggested by Wallace and
Webber (2011) :
4.7.2.1 Recovery options for workplace

Wallace and Webber (2011) emphasize the importafdeaving work
area recovery plan in place that is preparing weake to temporarily support
recovery of business operations. Out of severabogtas described in chapter 2
(2.3.3), PT. XYZ choose recovery strategy of caritd hot site. If the disaster
effect only takes 2-5 days, then the firm is opuse hotel conference rooms as
the temporary workplace but if it is more than lekwéime, the company has it's
preferred vendor locates in different district witte office (“preferred recovery
site”). The vendor provides all the basic requiratref an emergency workspace
such as table, chair, PC’s, access to network,raepaelephone line/different
telephone operator and some space for server. Adlgsss is that this would be a
good option for PT XYZ as it can recovers from disa quite fast in comparison
to other options such as rental empty space (estdractivated time around 24
hours). The preferred vendor site already equippéd the required security,
telecom and bandwith capacity and the locationelatively near (employees

could reach within approximately 1 hours drivingge from Jakarta).
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4.7.2.2 IT Recovery Strategy

IT Recovery Strategy as suggested by Wallace & Wehl2011) includes

rebuilding :

Enviromental

Based on theoretical framework, IT equipment muay svithin a specific
temperature and humidity range. Actual preferengePlh XYZ is using a
contracted hot site. The analysis is that if usmi@l as a temporary base then
there is a limitation on the network capacity anpeexi of working
connectivity. The environment only able to suppooifortably in a short
period of time. If extended, the cost might be heyd there’'s a capacity
limitation. In constrast with hotel, based on fagiltour to the preferred
vendor, the preferred recovery site has the requeeperature and humidity
for servers. The workspace also condusive as ademnpworking site for
critical business functions until the office up amuhning again. This vendor
besides of providing such site also provide theateel accomodations
(restaurants and lodge for employees should nee®ad)XYZ's opt are in
favor in terms of security, telecommunication amahdwith capacity, and time
to activate. The highly relatively cost is worthiédhe company is able to up
and running, faster and more efficient in comparigsbcompetitors, thus create
value added for clients. Client who perceived valumight pay premium
prices.

Infrastructure

Based on theoretical framework in chapter 2, p@mit3, external network
must provide connection into the data centre ofltical service provider and
throughout the recovered data centre. The actualiton is that PT. XYZ's
local area network (LAN) is part of the bigger netw or wide area network
(WAN) connecting sister and parent companies glgb®T. XYZ locally

maintain servers in a server room and by using LodNnecting the servers to
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all the printers and computers. The network is gishre client/server type of
relationship, means each end user PC’s or primtersconnected to a central
server, which coordinates communication and suppiésources to the end
users. The servers contains file storage, priftackup tape drive and other
resources that are shared by the end-user cliempuers. The network
connection of PT. XYZ are basically maintained bgbgl IT team in which
they monitor the system on 24/7 basis for any afhiesé.e virus attack, etc).
The analysis is that there’s a minimum respongjbilor local IT team as
almost all aspect of IT are in the hand of regidiakeam. Local IT team are in
responsible only for local server, local data memaince, monitor current
infrastructure, report any anomalies and supp@ibrel activities / project. In
case of disaster, their regional IT team will betted assistance to provide the
required application, equipment and technical &émsee. PT XYZ through IT
Dept Head already make sure, based on interviepipendix 2 that their
preferred vendor able to provide the required stftacture to enable PT XYZ
to connect their data centre throughout to recal’dega centre.
Applications
Based on theoretical framework, Company specifitwsre used by the
business to address customer and internal adnaitNgrrequirements. The
detailed applications :

* Prerequisite systems/applications that are requuried to restoring this

application

» Successor systems/applications that are fed byagpication

* Application or infrastructure component licenseuiegments
In practice, PT. XYZ uses a various business apfiins namely such as
eGlobal, IMAP, iExpenses, and Oracle. IT Team hapexial disk containing
a standard image of every notebook or PC’s in tirapany. The disk is kept
in the office and the copy is kept by the IT Depgdd’'s home. By keeping
such imaging disk, in case of no notebook or PC& waorking using the
standard configuration, it could help formattingher the existing PC’s or

notebook or PC’s or notebooks located in the regos#e. Should the image
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disk gone, the IT local recovery team can reacquitdrom Regional Asia
Pacific IT team who got copies of it. The imageadat periodically updated
following any changes, if any. The analysis is ttire are controls in place
for applications to ensure its ongoing usage (haly keeping imaging disk in
office and one copy kept by regional team for aasyeval in case disaster).
Data
The theoretical framework is that the informatioase needed by the
company’s business departments to support the dfogroducts and services .
Hence precaution measures on data need to be Toaeactual practice is that
there are two types of data that being securettdgompany :
a. Applications data
b. Data in shared drive
The analysis are :
a. Applications data
Applications data are the responsible of globatdam. They responsible
to maintain the data. So data being inputted tacl®raGlobal, and other
applications will always can be retrieved as losgte asia pacific server
Is working. The asia pacific server has it's owsaditer recovery plan in
place to secure all these data.
b. Data in shared drive
Datas of employees in the shared drive are daitkdxh up over night by
the local IT team and saved in a specific mediaag® This media is
picked up every working day by a vendor that wepkit securely tein an
off-site storage. It can be retrieved when needgdnbntioning the tape
number. The IT team also kept copy of backup witbffice in case
needed.
The key to a prompt IT recovery is ready accegheomost recent copy of
the company’s back up media. Every company haswts approach to
storing this media. In PT. XYZ , the company is kag-up the data on a
daily basis over a night. First thing in the momithe usual vendor will
pick up the data for their storage. The back upianedkept in a location of
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approximately about 2 hours drive. PT. XYZ paid #eador a fixed fee in
return to data media pickup service, storing thedimen it's secured
storage, and provide delivery service in case waglnie retrieve the media

urgently (it able to deliver the back up data lgss 1 day for urgent cases).

= Based on Wallace & Webber (2011), there are riskbd considered when
assessing data loss. They are viruses, naturateisahuman-created outages,
hard drive crash, laptop or smartphone loss ortthedftware failures,

application failures, vendor failure

The analysis based on company’s actual practice:
1. Viruses
Anti viruses programs are provided and maintainga@lbbal IT team. A
multi-tiered anti-virus and anti-spyware prograninglace for e-mail and
network gateways, servers, and desktops. Anti-\8rgisatures are updated
daily.
2. Natural disasters
The company outsourced its media backup to a garty who store the file
in different district with the company’s office. €hocation is about 2 hours
drive. In case disaster strikes, the company willilze able to retrieve their
valuable data from vendor.
3. Human-created outages
Systems can be damaged by a sudden power lossulldeng host of PT.
XYZ's office are reliable in terms of power losshdy have a separate
inside building generator as a back up if the nérp@wer is in loss
condition. And the generator supplies could last¥alays operation. Thus
it makes the possibility of data loss due powes iegather small.
4. Hard drive crash
Since all datas are being backed up over night.higieest risk of data loss
is only between last night up to the crash timevilt be rather difficult to

retrieve the data. in such circumstances.
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5. Laptop or smartphone Loss or Theft
Attacks can often be thwarted with the right preeéive measures.
Among them:
= Keeping software current with security updates.
= Knowing where important customer data resides.
= Collecting evidence when an incident occurs.
= Recognizing the risks of wireless data transmission
Any data loss from the night before can still biesed.
6. Software Failures
The regional Asia Pacific IT team are in close sug®n of software
performance. Any detected potential or issuesedl&d specific software, is
raised to the vendor for them to check.
7. Application &Vendor Failures
Regional IT team who makes arrangement with theleemakes a clear
agreements in which any failure to deliver theirve® will subject to
penalties. This is out of scope of the local IThteaho relies on the regional

IT team as per designed IT governance.

The analysis is that on each items above to consadesuggested by
Wallace & Webber, PT XYZ has take their precautimeasures as to
mitigate or plan on how to respond to each riskseéglaon the above we
assess that PT XYZ has taken the needed stepstexpitself from disaster
IT threat.
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CHAPTER 5
CONCLUSIONS AND RECOMMENDATIONS

5.1 Conclusions
PT. XYZ's business risks identified through the @amy’'s risk assessment
procedures categorized into Top Tier Risks (theseiaks identified by top level
management) and Bottom-Up Risks (these are risksulaied from bottom-up
risk assessment mechanism, that is day to day mesbaup to supervisor,
manager and then to top management).
1. Top Tier Risks

a) Error & Omission risks.

b) Compliance risks.

c) Breach of data security or confidentiality.

d) Economic risks.

e) Business continuance risks.

f) Competition risks.

g) Key personnel loss risks.

h) Technological risks.
2. Bottom-up Risk

a) Access to the Company’s Location risks.

b) Loss of assets risks. (i.e computer/data, ds;ononey, staff property, etc).

c) Weak business model risks.

d) Minimum internal coordination risks.

e. Business penetration difficulties risks.

f) Competition risks.

g) Compliance.

h) Currency / Foreign Exchange Fluctuations risks.

i) Bad debt risks.

j) Failure to Manage Cash Flow / Liquidity risks.

K) IT failure risks.

[) Limited capacity risks.
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m) The Injury of Key Personnel risks.

n) Employees at Risk of Disease and Sickness.

0) Loss of Senior Management and/or Entire Team.
p) Error and Ommissions risks.

q) Product quality risks.

r) Indirect damage to the environment.

To assess PT XYZ current disaster recovery plhe, analysis uses a
combination framework provided by Reddick, 2011p{C2009; Foster and Dye,
2005; Ritchie, 2004 in which the analysis was seggted into three time based
stages, that are pre-event, during and post-evéages The subsequent
framework used is taken from Wallace and Webbef120in which it sets out
the components of recommended IT Recovery Stratéfg.used components
proposed such as enviromental, infrastructure,icg@ns, and data as basis to
analysis PT XYZ current disaster recovery plan.

Based on such framework based analysis, it isladad that, PT. XYZ's
disaster recovery plan has incorporates step hy attions deemed required
based on the underlying theory, to face disaste@enghe existing IT risks. Some
points for improvement are created under the recendations section below as
propositions to better improve their recovery glathe future.

This thesis has academic implication as it cooteb as a future basis of
reference for any researchers who interested idystg disaster recovery plan
particularly if assessing it by using the abovenuered theoretical framework
based analysis. This case study also providestargiof actual DRP practice in a
company, in which if combined with other companid® also using DRP could
be used to analyze the DRP contribution to comainiggeneral and also can be
used as a cross-reference of best practice DRRettohg maximum benefit of
DRP.
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This thesis provides managerial implication agrdvides direct practical
recommendation in below section for PT XYZ to imygaheir existing disaster

recovery plan.

5.2 Recommendations

1. One of the key characteristic of a purposefditess continuity plan (“BCP”)
Is that it is updated regularly whenever applicatilanges happen. In PT. XYZ,
based on observation and interview, the Busines#i@oty Plan is not being
updated regularly following changes in the orgatitera The main changes taking
place in PT XYZ within the last 2 years were empl@yxhanges due to employee
turnover. Despite the fact that almost 25% of PTZ¢6Yemployees are new
employees joining in the last 1 year, such chamgesot periodically updated in
the Business Continuity Plan. The last updated rigass Continuity Plan is dated
back at 4th May 2010. No updated BCP prepared #stdhdited to department
head until now. Management (based on interview Woital Chief Operating
Officer) is of the position that they're still prapng the BCP before it is ready for
distribution but no definite distribution date isdwn. This creates a risk for the
company that some of employees are not well covevedin the company
business continuity plan during this period of tilm@d when a business
interruption takes place, the company will havdiclifties to contact or quickly
respond to a disaster and informing their employ@esam leaders who doesn’t
keep detailed information about their employeeshinigst communication with
their team in a disaster event and perhaps needlydor HR assistance since
they kept all the employee personal/contact data.flinction of disaster recovery
plan (“DRP”) as part of the overall business camtiynplan, will also be impacted
by this condition. A recovered IT function througbRP will be less of
usage/benefits if the people intended to utilizeae not available. The
recommendation is to put some attention on admatige aspect of the Business
Continuity Plan, that is to regularly update thepéygee lists in the BCP plan at a

regular reasonable interval time period, as it wilpact the Disaster Recovery
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Plan as well if there’s no proper documentationeaiployees who will then
utilized the recovered system. Ideally whenevengkea take place, the BCP must

be updated instantly to reflect such change.

2. Unadressed risk could evolve into a businessrimption or even worse to
disaster. One of the recognise IT risk is relatedT. XYZ's network bandwith

capacity. Currently the yearly average usage is ,76%e of the highest in

comparison to sister companies globally. Curretitty used bandwith capacity is
1.56 Mbps. In certain circumstances/period of tthee network usage is so highly
utilized that makes all PC’s, laptops and systemthé office slower than usual.
Making the work less efficient. As the company pled to expand the business
and to recruit new joiners, network bandwith capacieed to be taken into
account. Client service aspect also need to beidenesl as services may come
into halt. Stuck system due to overworked netwoikymsignificantly interrupt

business operations. The recommendation is forctmpany to upgrade their
current network bandwith (1.56 Mbps) to at leafd Blbps to accomodate
company’s strategic plan. 2.0 Mbps network banlveidpacity is considered
suffice and reasonable to support current data #od at the same time able to
support addition of network capacity needed givew mecruits in near future (as

the company planned to expand and grow it's busjnes
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APPENDIX 1

EXPLORATORY RESEARCH

Exploratory research : Interview with Chief OpevatOfficer on 3 June 2011 to gain
deeper understanding of existing disaster recoplary of PT XYZ

Respondent : Chief Operation Officer PT XYZ

Author . “Good morning Bu. As discussed during oneeting previously
regarding today’s interview agenda. | would likeetaborate further

related to PT XYZ's existing disaster recovery plan
Respondent : “Sure, shoot the questions.”

Author . “It is my believe, before we talk furthebout disaster recovery plan,
that the underlying framework for any disaster weryg plan is a

company’s attitude towards risk and how they redgonit.”

Respondent : “Correct. PT XYZ has a risk managenmolicy in place to
accomomodate risk. Here i show you the risk managéerpolicy
being applied. Please make this data anonymousioDmention the

company’s name.”
Author : “Agree. Will keep it as confidential.”

Respondent : “You can see in the file that i gawe,your Risk Management
Policy is quite comprehensive, starting from bassk definition,
company’s risk categorization, objectives and whousd suppose to
take responsibilities on risk management, overvi@ei risk
management framework, risk governance, and risketépp But
perhaps, i think the important one is related 8Kk fprocesses. It's
about how we determine our risks. As you can seehave top-down
and bottom-up way of risks assessment. The combimat both are
becoming our risk register. Oh. this document migterest you. PT

XYZ uses three lines of defense against risk. Titst fine is our
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support team, the second line is our compliancelegal officer and
the last one is the regional internal audit. Whibse 3 layers, we do

hope we can minimize the risk of doing business.”

Author . “l see. That's the way you assess andgate the risks at the same
time. But can i get the actual risk registerief tompany ?”

Respondent : “Yes you can. But again this is camfichi and please put it as
anonymous.”

Author > “l will. Thank you. Is it regularly upded ? | mean the risk
register?”

Respondent : “Yes, we updated it regularly. The thrae i gave you is the latest

one around end of last year or beginning of yeesr.”

Author . “What is the connection between risk pglirisk governance, and

risk appetite and how does it influence the maérisk process ?”

Respondent : “Risk policy, appetite and culture thaentioned before provides
an umbrella framework for the risk governanceyb@dce Executive
committee) in doing the risk process.”

Author : “ Can you elaborate further on the riskqess itself ?”

Respondent : “Basically the steps begin with rislentification, then risk
assessment (assess the impact for the company),stegxis risk
mitigation (how to mitigate the impact and likeldw of the risk).

Last step we monitor and make a documentation”of i

Author : “So, basically these are the risk registentains both top tier and
bottom up risks.”

Respondent : “ Correct.”
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Author : “Great. Now about the risk appetite. tioed that the company put
low rating on aspects such as compliance & legafntial; client,
products & market, based on legend, means thatdimpany is very
risk averse in most circumstances. Why's that so ?”

Respondent : “Yes, since we're the local subsidiafya NYSE listed parent
company, we are obliged to maintain a certain stahdompliance of
the imposed regulations. Failure to comply mighteha severe

impact to us as a global business.”

Author : “ What's the meaning of each level of regpetite — low, moderate
and high ?”

Respondent : “Low means we're very risk averse astneircumstances. Moderate
means we’re willing to accept risks once in a whitel High means

we’re willing to accept risks in most circumstantes

Author : “l see. From your point of view, whichsky(s) that are the most

severe of all for local business in Indonesia?”

Respondent : “hmm.. i would go with error and onsimes. As a human
consultant we are bound to do mistakes despitdaittethat various
controls and training efforts been made to encouthtis risk. The
likelihood is relatively moderate since doing mksts are quite
inherent as a human, compensated with experiemmeyl&dge and
training. As for the consequences, it could be evbBnagine the
damaged reputation, potential litigation, interagotbusiness &
operations. Not a very keen imagination. You cantbe details E&O

in the documents i gave you previously.”

Author : “What are the other risks that became ymaint of concern as well

?H
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: “Well there are a lot of it. From legjde, besides E&O exposure,
there’s compliance and inproper disclosure of amiftial data risks.
Eventhough we have give our best to comply andeptdiut to some
extent, the risks are still there. From financialnp of view, we are
exposed to certain macro conditions of a countay We operate, the
inable to recover during disaster also presentehinerisk to us as a
business and impacted PT XYZ financially. From cefitjpn point of
view, we have a price conscious customer and gasetompetitors
who will go to the extend of giving free services ltire PT XYZ

customers. That's tough.”

. “What about the high turnover in the pasyears? I'm under the

impression there’s a talent war in this industry.”

: “Yes, that’s risk too. Lately the higimployee turnover gives
management a hardtime to find successors, not tioneour loss

when big client follow to move to employee’s newrngmany.”

: “Related to your risk register that yowyded previously, can you

elaborate further on each item here?”

: “ It covers risks that i explainedbef Also, there’s a risk relates to
business interruption due to physical access ltratato Company.
It's inherent risk of doing business in this areeam legislative
building who oftenly get ambushed in demonstratativities. We
also aware of the risk of loosing our assets, a&hotebooks, data,
money, and other assets. That's why we have cag@ecurity as
rules of game on how to use our assets. You canhseeategories
here. There’s personnel risk that is emphasizirg ithportance of
employee background screening. There’s also infbomasecurity
risk that brings many companies into data breasieisind being sued

for that. There’'s a cyber security risk are morerites on how
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employees should use their internet priviledgel{sagusage of email,
websites, social networking, and so on). Cyber rigcuisk are

relevant to daily tools or applications that coldd misused by
unresponsible party for their benefit and our Id$sver underestimate

external harddisk or flashdrive, those could b&aswontainer.”

Author . “If the risk was that horrifying then whtte company has done to

mitigate the risk ?

Respondent :*“ We do have what we called as “RBgployment Network Sensor
Array and Monitoring Package or also called “SOCairBox”. IT

colleagues could deploy it to identify potentialethts.”
Author : “In the event of data breach, what to tdo ?

Respondent : “An immediate investigation and doe®iation actions including

informing the other party whose data been misused.”

Author : “In the context of business model/changsmagement mentioned in
the risk register, what are the risks includedel®r

Respondent : “hmm.. PT XYZ has not yet found argjrbusiness model, mostly
due to competition pressure to give low pricingtéasl of premium
service. We also not yet have a cross selling batwdepartment.
Once it's up and running, i can imagine the po&n#dditional
revenue and growth that we can achieve in the duté&nd oh,
Indonesia is a developing market. Not all of thesalizes the true
meaning of insurance for their own protection. Laifkawareness

makes Indonesia still potential for growth and &hading.”

Author : “Now, what about risks in compliance &dimce ? Do you have any

specific worries there ?”
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. “I think it's the same with any otlkempanies whom worried of
violations since the consequences can be damagmigukiness. PT
XYZ tries it best to complied with applicable lawad regulation as
much as possible. We have our legal and compliseaze who devote
themselves for this matter. For finance, as in emypany our risks
quite similar. It relates to forex exposure as wélS based company
operating in Indonesia, we have a bit issue onecttin, and mis-

manage cash flow effectively.”

. “ People are inseparable part of any campaVhat are risks for
people ?”

“Malfunction employees such as sialuréd or resigned
employees/teams. There’s a time couple years agehich we lost
most of a team due to hijjack by competitor. Thasibess dept
basically dying department when that happens. \&@eteour lessons
in hardway and pay more attention to our emplogae=e then. Those

are the most common risk that we face related oplp€’
: “What about teamwork ?”

. “So far teamwork are not the issuepl&mes are relatively

professional despite their professional differehce.
: “Thank you. Now what about specific riskiT ?”

: “hmm basically we have global andoregjilT team who support us
fully in IT related matters, including system applion back up data,
IT crash, IT infrastucture failure, upgrade systestg. Almost all
aspect of it. We maintain a minimum IT activitiesally. Oh, i think
one of the risk is related to our telecommunicatMe are still using
the old phone PABX system in which we can’t divére phone,

either to cell phone, or phones in other sites.ddesometimes clients
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complaint about us being so mobile and difficultlte contacted.
From DRP point of view, this is also a risk sinoecase of disaster,
we can'’t directly divert our lines to the recovesye. But this our

project, by the end of this year, the managemeptoaed to change
the existing office telecommunication system. ltswexpected once
the new system up and running, in business inteomnp

circumstances, telephone system will no longer ibéssue. We can
now automatically divert any incoming calls to aalected recovery
site in case of disaster. The other thing thatticeas that the budget
for IT tends to not be the priority as it perceivas having no direct
contribution to increase company’s profit. But teisould be a long
term investment. Take the example of PT XYZ's inwent in Crime

Prevention Through Environmental Design projecis & way to deal

with security issues.”
: “What about other IT risks?”

: “Can you explain about the implementatainBusiness Continuity
Management in PT XYZ ?”

: “Yes, we do have Business contindday @as evidence of BCM

implementation. Take the file from my drawer.”
: “Can you please explain further regardimg plan?”

: “Well, basically our procedures aveddd into 3 phases. One phase
after the previous phase. The first phase is emeygeesponse phase
that is a phase where required an immediate resptbieth an event
takes place. Country leader along with me will thdiscussed to
assess the event. We’'ll keep monitor the situatod determine
whether evacuation is needed. If the situatiortabls, we will draft a
report to regional Business Resilience Managem@&md if not, we

might need to move to the command centre (as pathadent
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management phase). In this phase again we mohégituation from
command centre (which usually the house of onb@kmployees). If
stable, we report. If not, the country leader widcide whether we
need to proceed to the next phase, business ciptstage that is
when we need to start all over again, pick up @sources, retrieve
data, consider to use temporary premises, andusadministrative
staff. The most important is to maintain connetyito our client,
which means telephone, faxes, internet, emailoftke importance
during these times and at best must be recovemstl fThese
flowcharts might give to the big picture. You migbat additional

information that i gave just now.”
Author : “What about your IT strategy practice ?”

Respondent : “These are the summary of our IT et You might add
informations from my explanation, if any. Basicallye'd like to
protect our data as secure as possible, maintant'sl trust by
keeping their confidential data and adhere to th&iness continuity
plan, including disaster recovery plan, as besivasan. These are
some of IT security protocols such as passwordeptetl access
control, accounts removal upon employee’s movesygted data,
building access is controlled according to each leyges
responsibilities, camera surveilance especiallyntmitor data areas
including remote camera surveilance by authorizedsqn, pre-

approved system and configuration changes, firewealt.”
Author : “Any precaution actions in IT managemenhandle IT issues ?”

Respondent : “We do activate antivirus and antigygwprograms, IT personnel
monitor alerts from the system to ensure no viofatn perimeters, a
24/7 global IT team to timely address IT issuesngiianced with

local regulations related to IT also crucial.”
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Author : “Is this an updated one ?”
Respondent : “No, it's last year version.”
Author : “What happen to the new version ?”

Respondent : “There’s a delay in distributing thesar updated BCP. But the
substance of the contents remain the same. | havf@moed it with

our regional and local BCM team”

Author : “Meaning all the team leaders and managggnare currently using

the old version as their disaster reference ?”
Respondent :*Yes”

Author . “Is there any definite/plan time as toemhthe updated file will be
distributed ?”

Respondent : “No exact time yet.”

Author : “Does the BCP contains details of contaetson of teams to be

contacted in case of disaster ?”
Respondent :“Yes, correct”

Author : “Our office is having a high turnovertime past 2 years especially in
senior management / team leaders position, regutiimany position
changes and i think the BCP should change as wedldapt these
changes. Are we ready to face disaster just usSidgBCP contents

that are not yet updated ?”

Respondent : “You're right. We're supposed to hthee updated one as soon as

possible.”

Author . “Thank you for your time and help. I'llegback to you if i have

more questions.”
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Respondent : “You're welcome. Please have the cagipaname anonymous in
your thesis.”
Author T will.”
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APPENDIX 2

EXPLORATORY RESEARCH

Exploratory research : Interview with IT Departméfgad on 6 June 2011 to gain
deeper understanding of existing disaster recopiany of PT XYZ.

Respondent : IT Department Head
Author : “Good day Pak”
Respondent : “Good day, Siva.”
Author

Respondent
Author

Respondent

Author

Respondent

: “As discussed during our meeting previpusegarding today’s
interview agenda. | would like to elaborate furttrefated to PT

XYZ'’s existing disaster recovery plan in particul@rfunction.”
: * Where do you want to start?”
. “I'll start with critical IT risks. Whatlo you have in mind ?”

:“hmm.. current IT practices and cbrire quite strict and most of
IT activities were performed by either global ogicmal team. | don’t

see any extreme critical IT risks leave unaddressed
: “Can you please explain about our digasteovery plan ?”

: “The program is part of the comprakieridusiness Continuity Plan
includes specific provisions during emergency respo phase,
incident management phase and business continudgagement
phase, such as staff mobilization, alternate wegicss, recovery of
the local area network (LAN) and telecommunicatjorend
communication with clients. These ns were creatadeth on the
Business Impact Analysis. It also address losdfafeofacilities, data,

operating systems and/or application software, WA services,
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and mission-critical technology infrastructure caments. Plans also
include procedures for appropriate data backup matdntion in
accordance with data retention policies, disastgact assessment,
time tables and action plans, coordination of meioassistance,
contingency plans to replace equipment, and toatilser company
offices and off-site recovery sites in the eventdbss of a facility.
Plans are tested annually and updated as necessapddress
deficiencies or identified gaps.”

Author : “ Do you have any documentation about DRP
Respondent : “l have this. Take a look if it's wigati’'re looking for.”
Author . * Yes, thank you. So what is the functminocal IT team if most of

IT activities were maintained by the regional ?”

Respondent : “Well, from the global point of vieeentralized IT system with
24/7 supervision is cost efficient, improved cohtfaster respond as
there’s a dedicated and specialized IT team, deredato address any
issue globally. The local team is basically onlyimtesin a server room
that connects the network with PC’s, Notebook’s aniditers. We
also daily back up local server data into a metheage. This media
storage is picked up by our vendor on every workiag. It will then
be stored in vendor storage room in Tanggerang.vEhdor location
is far enough but still within driving range of 1kRBurs. In emergency
times to restore data, we’re able to request tmelmeto deliver the
media data to the office. Just mention the tapebmunBesides daily
back up, we also do monthly back up. Daily backage usually will
be override after 2 weeks period, but monthly bapkdata will be
kept permanently in the vendor’s storage for ségueason. But this
only applied to data put in server. For data insggtem application,
it will be maintained by the asia pacific regiofiilteam in Australia.
Local team is working together with regional IT rreaFor example,

when there’s a virus attack few months ago, ourored IT team
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were able to detect the virus attack and withinrbdbey asked the
vendor to send the antivirus to Indonesia locakeffLocal IT team
who was then do the field work cleaning up the atdd computers.
We are partners with the regional and global team.”

Author : “How come we can be attacked by virug thought antivirus
already handled by the regional/global IT team.”

Respondent : “After further investigation, it wagedto one of employee was
trying to instal a non-standard application inte RC (which contains
virus). Since the PC is connected with the entatvork, it exposes
the whole system into malfunction due to virus. Bugkily, our
global team who already make an agreement witlvieudivendor are
able to to provide the antivirus quickly. No damagéed.”

Author : “What about the data backup?”

Respondent : “There are two types of data. Data sgstem applications such as
Oracle, eGlobal, iIMAP, etc. And the other is dataated in local
server (such as client data spreadsheet, scan.fil¢ee first is being
backed up automatically over night by the regidifateam to their
storage on daily basis. The latter is being backedy local IT team
overnight too. In the morning, vendor picked uprinedia data
storage used to back up in the night to be kepuinof town storage
place (Tanggerang). In addition to this formal dadakup, i also do a
personal backup in a special external harddisks Rlarddisk is kept
in house (in office) used for emergency data reditie needed. FYI.
We also kept a special disk containing a standarage of every
notebook or PC’s in the company. 1 disk copy ist keghe office, 1
copy is kept by the IT Dept Head’'s home and 1 cipkept by
regional IT team. By keeping such imaging disk, case of no
notebook or PC’s are working using the standardigoration, it
could help formatting either the existing PC’s otabook or PC’s or
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notebooks located in the recovery site. It's baipgated regularly to
capture changes.”
“How’s the maintenance of our server?”

: “Our server room has a specific roemperature and it has a
limited access. Not all employees could go in andahatever they
want. The access is restricted to IT personnel.bnly
“Do we have emergency recovery site foRIT

. “So far none, but we do have seveedénped vendors. One is in
Cikarang and the other one is in Jatiluhur. Bothvyges a full-
equiped site such as workstations include tabldschairs, telephone
lines, PC’s, a server room and even accomodatioising and food.
The infrastructure also accomodates for connechbetween data
centre of the preferred vendor and throughout #wowvered data
centre. If our end of year project go live, alllsahrough our new
telephone system, could be diverted to this regogée. Allowing
continuance of our business operations.”

: “Do we have agreement with this preferveddor ?”

: “No. | just did survey in the past juscase if we needed one. It's
part of our disaster recovery plan anyway. If teaster effect only
takes several days, we are bound to use confemr@aens in hotels,
but if the disaster takes longer time then tleeegepossibility we need
to move to this recovery site.”

“What to do if there’s a software, appticas and vendor
performance failures ?”

. “The regional asia pacific IT team @&reclose supervision of
software, applications and vendor performance. Algyected or
potential issues are raised to the vendor by redjidnteam for them
to check and liaise further with respective partyecessary. This is
an IT risk that we need to watch out for.”
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Author . “ So you're agree that frequent failure Iih system will create
certain IT risk for PT XYZ ?

Respondent : “Yes, of course.”

Author : “You’re mentioning about network. Whattee capacity of our
network?”

Respondent : “Currently we have 1.56 Mb networkdvdth capacity but the
yearly utilization rate is high around 75%. Sees tbnline report.
Indonesia is one of the country with the highestization in
comparison with other brother companies.”

Author : “Will that cause a slowdown in the netw®”

Respondent : “Yeah.. several times, our system den due to the limitation.”

Author : “Have we raised this issue to local mamagnt or regional team ?”

Respondent : “Of course. Talked to local managerwerapproval.

Author : “PT XYZ is growing locally, the busines&sexpanding, the number
of employees also increased following such growteaning we will
need additional network bandwith capacity to suppur business.
Slow system will not make things easier.

Respondent : “Agree on that. But all still in presé

Author : “Thank you for the information. I'll gdtack should i need anything
else.”

Respondent : “No problem.”
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